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CHAPTER 1.  KASPERSKY ANTI -

VIRUSÈ FOR MICROSOFT 

ISA SERVER  

Kaspersky Anti-Virus
È
 for Microsoft ISA Server (hereafter, also Kaspersky 

Anti-Virus
È
 for ISA Server) is a system of anti-virus protection of files trans-

ferred using the HTTP and FTP protocols via the Microsoft Internet Security and 
Acceleration Server. It ensures reliable protection of corporate networks from 
penetration of malicious software. 

Kaspersky Anti-Virus
È
 for Microsoft ISA Server acts as a filter that intercepts 

packets transferred via the HTTP and FTP protocols, isolates controlled objects 
from this data, analyzes them for the presence of viruses, and prevents infected 
files and Web documents from penetrating a corporate network. 

The program includes data stream filters and the anti-virus kernel. 

The filters are integrated into Microsoft ISA Server as plug-ins, and the anti-virus 
kernel is installed into the system as a service. 

The anti-virus protection settings are managed through a special interface, which 
is a snap-in for Microsoft Management Console (hereafter referred to as MMC). 

Note: 

The interface for managing Kaspersky Anti-Virus for Microsoft ISA Server can be 
installed on a separate administrator desktop. 

The application performs the following functions: 

 Anti-virus protection and processing of data streams received from the In-
ternet. 

 Generation of data streams from disinfected files and the delivery of these 
streams to the client upon request. 

 Blocking the download of data stream if disinfection fails. 

 Scheduled and manual updating of the anti-virus database via the Inter-
net, a local folder, or a shared folder. 

 Logging of statistics about program performance and displaying the re-
sults using standard Microsoft Windows tools. 

 Management of license keys. 
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In addition, Kaspersky Anti-Virus
È
 for Microsoft ISA Server allows the administra-

tor to: 

 Set parameters for anti-virus protection and for notifications about dan-
gerous events. 

 Create groups of clients in accordance with the adopted network policy. 
For example, you can use the existing administration division to define 
anti-virus policy settings for each of the groups created. This can signifi-
cantly speed up the scanning process. 

 Create a list of trusted servers for one or several groups of users; the traf-
fic from these servers will be excluded from scanning for viruses. 

 Create a list of types of object excluded from anti-virus protection. 

Kaspersky Anti-Virus
È
 supports the following data transfer protocols:  

 HTTP 1.0 and 1.1 (RFC 2616); 

 FTP (RFC 775, 959, 2389, Extensions to FTP); 

 FTP over HTTP. 

Note: 

Kaspersky Anti-Virus does not protect data transferred over the other transfer 
protocols and VPN connections. 

1.1.  Hardware and software 

requirements  

Kaspersky Anti-Virus
È
 for Microsoft ISA Server operates in integration with Mi-

crosoftÈ Internet Security and Acceleration Server 2004/2006 Standard Edition 
installed on the Microsoft Windows 2000 with installed Service Pack 4 and Mi-
crosoft Windows Server 2003. 

If Microsoft Internet Security and Acceleration Server 2006 Standard Edition 
have been installed on your server than to use Kaspersky Anti-Virus

È
  you need 

Microsoft Windows Server 2003 platform with installed Service Pack 1. 

Minimum requirements: 

 Pentium III processor of 550 MHz or higher. 

 At least 512 MB free RAM. 

 At least 50 MB hard disk space for installation of the program. 
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 At least 200 Mb hard disk space for temporary storage of data copied 
from the Internet before scanning for viruses. 

Note: 

The amount of free disk space required to temporarily store data downloaded 
from the Internet before an anti-virus scan starts depends on the density of traffic 
processed by Microsoft ISA Server. As a rule, 500 MB is enough but if traffic is 
heavy and files downloaded are too large, more space can be required. 

1.2.  Distribution kit  

You can purchase Kaspersky Anti-Virus
È
 for Microsoft ISA Server either from our 

distributors (retail box) or online at one of our Internet shops (for example, 
www.kaspersky.com ï select the E store link). 

The retail box includes: 

 a sealed envelope with an installation CD containing files for the software 
product; 

 administrator's guide; 

 a license key written on the floppy disk; 

 license agreement. 

Note: 

Before you unseal the envelope containing the CD, be sure to thoroughly review 
the license agreement. 

If you buy Kaspersky Anti-Virus
È
 for Microsoft ISA Server online, you download 

the installation file of the product from the Kaspersky Lab website. This installa-
tion file includes this Administratorôs Guide and the license key. The license key 
can also be sent to you by e-mail after receiving your payment. 

1.2.1.  License Agreement  

The License Agreement is a legal agreement between you and the manufacturer 
(Kaspersky Lab) describing the terms on which you may employ the anti-virus 
product which you have purchased. 

Warning! 

Make sure you read the License Agreement! 

http://www.kaspersky.com/
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If you do not agree to the terms of this LA, you can return the unused product to 
your Kaspersky Anti-Virus

È
 dealer for a full refund, making sure the envelope 

containing the CD is sealed. 

If you unseal the envelope or install the program, you are considered to have 
agreed to all the terms of the LA. 

1.3.  Services provided for registered 

users  

Kaspersky Lab Ltd. offers to all legally registered users an extensive service 
package enabling them to use Kaspersky Anti-Virus more efficiently. 

After purchasing a subscription, you become a registered user and, during the 
period of your subscription, you will be provided with the following services: 

 you will be receiving new versions of the purchased software product; 

 support on issues related to the installation, configuration and use of the 
purchased software product. Services will be provided by phone or via 
email; 

 information about new Kaspersky Lab products and about new viruses 
appearing worldwide (this service is provided to users who subscribe to 
the Kaspersky Lab's newsletter). 

Note: 

Support on issues related to the performance and the use of operating systems 
or other technologies is not provided. 



 

CHAPTER 2.  TYPICAL 

DEPLOYMENT SCENARIOS  

A typical scenario for deploying ISA Server and most of its server applications 
and filters is as follows: the administrator installs the application on the ISA Serv-
er computer, and the ISA administration tool on a remote computer (as a rule, an 
administratorôs workstation). 

In this deployment scenario, the Kaspersky Anti-Virus
È
 application must be in-

stalled on the ISA Server computer, and the Kaspersky Anti-Virus
È
 administra-

tion console, on the administratorôs workstation. The computer that runs the Kas-
persky Anti-Virus

È
 for ISA Server administration console must only have the ISA 

Server administration tools installed. 

Note: 

You can install separate components of Kaspersky Anti-Virus
È
 by manually in-

stalling the application (see Chapter 3 on page 11). 

The following Kaspersky Anti-Virus
È
 filters can be integrated into the ISA Server 

system: 

 Kaspersky Anti-Virus FTP Application Filter. 

 Kaspersky Anti-Virus Web Filter. 

After Kaspersky Anti-Virus
È
 is installed, you will be able to manage the above 

filters through the ISA Server Administration interface. 

Figure 1 shows a scheme of processing the initial data streams that are common 
for all possible Kaspersky Anti-Virus

È
 deployment scenarios. 
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Figure 1. Processing of data streams by Kaspersky Anti-Virus for Microsoft ISA Server 



 

CHAPTER 3.  INSTALLING THE 

APPLICATION  

To correctly install the Kaspersky Anti-Virus
È
 application, you should first proper-

ly configure FTP Access Filer, a standard filter for ISA Server. 

If you also use Microsoft Internet Security and Acceleration Server 2004 Service 
Pack 2, you need to configure support for decompression of HTTP objects. 

3.1.  Configuring ISA Server settings 

before installing the application  

Microsoft ISA Server provides a standard filter for controlling data packets re-
ceived via the FTP protocol: FTP Access Filter. The status of this filter affects the 
performance of Kaspersky Anti-Virus for Microsoft ISA Server. 

Warning! 

To avoid disabling anti-virus protection of servers, make sure that the FTP 
Access Filter is activated. 

Data stream filters are controlled from the standard console tree of ISA Server 
Management. 

To configure FTP Access Filter: 

In the console tree of the ISA Management main window, select the 
Microsoft Security and Acceleration Server 2004/2006\<Array 
name>\Configuration\Add-Ins node and click the Application Filters 
tab. 

If the filter is disabled, you will see the  icon in the list. 

Sometimes, third-party filters are used in conjunction with standard Microsoft ISA 
Server filters. However, these additional filters can affect the performance of the 
anti-virus application if their settings prevent the initial data from entering the 
Kaspersky Anti-Virus

È
 filters. Moreover, in some cases, Kaspersky Anti-Virus

È
 

for ISA Server might be completely disabled because of these filters. 

In addition for Kaspersky Anti-Virus on Microsoft ISA Server 2004 to function 
correctly, you should enable a Microsoft ISA Server option that allows unpacking 
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traffic before it is transferred to Web filters for processing (compressed content 
support).  

To enable content compression support: 

In the console tree of the ISA Management main window, select the 
Microsoft Security and Acceleration Server 2004\<Array 
name>\Configuration\General node and then, in the right part of the 
window, click the Define HTTP Compression Preferences link. In the 
HTTP Compression dialog box, open the Content Inspection tab and 
select the Decompress incoming packets to allow ISA Server Web 
filters to inspect the content checkbox. 

If you plan to manage the application from a remote location, you must allow a 
remote administration utility to connect to the ISA Server machine via TCP. Ap-
plication installer automatically creates a rule that allows such connections for 
this purpose (Allows Kaspersky Anti-Virus for Microsoft ISA Server Remote 
Management). 

Warning! 

For Microsoft ISA Server 2004 Standard Edition the rule's name will only be dis-
played in English! 

By default, this rule is inactive after installation. Before applying this rule, the 
administrator can analyze and try it using the Microsoft ISA Server console. 

Warning! 

To remotely manage Kaspersky Anti-Virus, the remote machine should have the 
right to administer Microsoft ISA Server. This is regulated by a built-in system 
policy of the firewall in Microsoft ISA Server Remote Management\Microsoft 
Management Console (MMC). 

3.2.  Installing Kaspersky Anti -Virus
È

 

The installation procedure for Kaspersky Anti-Virus
È
 for ISA Server is standard 

for most Microsoft Windows applications.  

Note: 

Before installing Kaspersky Anti-Virus, we recommend that you uninstall anti-
virus applications of other vendors because mutual operation of miscellaneous 
anti-virus applications might cause compatibility issues. 

The installation application can be run locally on a Microsoft ISA Server comput-
er or remotely, by establishing a terminal session. You can select complete in-



Installing the application 13 

stallation or custom installation and restore an Anti-Virus configuration in the 
case of an incorrect installation. 

Warning! 

To install Kaspersky Anti-Virus for Microsoft ISA Server 2004/2006 Standard 
Edition, the user must have server administrator rights. 

During installation of Kaspersky Anti-Virus, several errors might occur. Each of 
these errors causes termination of Kaspersky Anti-Virus installation. To avoid 
errors, before installation make sure that your server meets all hardware and 
software requirements (see section 1.1 on page 6). 

Note: 

If errors occur during installation, please contact the Technical Support service 
(see Appendix A). Please, attach the log file kav4isa.log stored in a temporary 
files directory (this directory is specified as a value to the %TEMP% environment 
variable. 

3.2.1.  First installation  

Step 1.   Welcome and License Agreement dialog boxes 

The Kaspersky Anti-Virus
È
 setup wizard starts with the Welcome and License 

Agreement dialog boxes. The License Agreement dialog box contains the text 
of the License Agreement. To proceed with the installation, read the agreement 
thoroughly and accept its terms. 

Step 2.   User data and selecting installation options 

At this stage, the program automatically detects user information by using data 
from the operating system registry, and offers two installation options: complete 
installation or custom installation (Fig. 2). If you are installing the entire Kas-
persky Anti-Virus

È
 application (anti-virus kernel, administration tools, etc.) on an 

Microsoft ISA Server computer, select complete installation. 

If you want to install a separate component of Kaspersky Anti-Virus
È
, select cus-

tom installation. For example, if you want to remotely manage Kaspersky Anti-
Virus

È
, install only the administration console on the administratorôs workstation. 
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Warning! 

If you want to install Kaspersky Anti-Virus
È
 for ISA Server administration console 

on a computer, make sure that Microsoft Windows 2000 (with Service Pack 4 
and higher) and ISA Server administration tools are installed on this computer! 

 

Figure 2. Setup Type 

Step 3.   Selecting the application components to be installed 

In this stage, you select the Kaspersky Anti-Virus
È
 components to be installed on 

your computer (see Fig. 3). The recommended option is to perform full installa-
tion of all bundled components. 

You can also change the destination folder of the anti-virus kernel and adminis-
tration console by clicking Browse. 
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Figure 3. Selecting the administration console to install 

Step 4.   Anti-virus protection settings 

In this installation step, you must define the anti-virus protection settings that will 
be used as default values (Fig. 4). The following settings can be adjusted: 

 File system folder for storing the scan queue. This folder should meet the 
minimum requirements for free disk space for temporarily storing data co-
pied from the Internet before anti-virus scanning (see section 1.1 on 
page 6). 

 Number of queued objects. 

 Folder for storing the anti-virus database that is used to detect and disin-
fect viruses. 

 Folder for storing temporary files created by the program during its opera-
tion. 

 Number of anti-virus kernels running simultaneously. 

Note: 

To speed up anti-virus scanning and handling objects, we recommend that you 
install four anti-virus kernels on one physical processor. Thus, for example, the 
recommended number of anti-virus kernels running on two physical processors 
is eight. 
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Each of the above parameters has a default value. To change the default values, 
click the corresponding buttons or enter data into the corresponding fields. 

 

Figure 4. Default settings for the application 

Immediately after this stage is completed, the program will start copying files to 
your computer. Microsoft ISA Server services will be automatically restarted1. 

                                                        
 
 

1 Microsoft ISA Server services will not start if they have been stopped before Kaspersky 
Anti-Virus installation. 
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Step 5.   Completing the setup 

In this step, the wizard informs you that Kaspersky Anti-Virus has been success-
fully installed.  

 

Figure 5. Complete the setup 

You can also run a wizard for automatic installation of application license keys by 
selecting the corresponding box (see Figure 5). If this check box is selected, after 
the installation completes, a dialog box opens (see Figure 6) in which you can 
add/install a license key file. 



18 Kaspersky Anti-Virus 5.6  for Microsoft ISA Server 2004/2006 Standard Edition 

 

Figure 6. Selecting the license key 

It is possible to install license keys after the application is installed (see sec-
tion 4.8 on page 56). 

Warning! 

Without an installed license key, Kaspersky Anti-Virus will not scan traffic and the 
anti-virus database will not be updated. 

3.2.2.  Reinstalling  

Kaspersky Anti-Virus for ISA Server must be reinstalled if the first installation of 
the application was incorrect or if you want to install a component of Kaspersky 
Anti-Virus

È
. 

In this case, the setup wizard will repeat the previous installation procedure. 
Thus, if the previous installation was a custom type, after you select Repair, the 
reinstallation procedure will also be performed in custom mode. 
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3.3.  Upgrading  

If your server has Kaspersky Anti-Virus 5.5 for Microsoft ISA Server 2004 in-
stalled, you can upgrade it to Kaspersky Anti-Virus 5.6 for Microsoft ISA Server 
2004/2006. To upgrade the application, launch the installer (see section 3.2.1 on 
page 13 for details). The installer will detect the earlier version of the application 
and upgrade it preserving the settings and the setup type (complete or selective 
installation).  

When Microsoft ISA Server is upgraded from 2004 Standard Edition to 2006 
Standard Edition, Kaspersky Anti-Virus stops its work. This behaviour follows 
from the fact that the procedure updating an ISA server does not preserve the 
registration of third-party filters. To restore application functionality, reinstall (up-
grade) your Kaspersky Anti-Virus. 

Note: 

If version 5.6 of the application is installed on your server, then to reinstall it, 
open Microsoft Windows Control Panel, select Add or Remove Pro-
gramsŸKaspersky Anti-Virus 5.6 for Microsoft ISA Server 2004/2006 and 
click the Repair button in the product properties.  

If version 5.5 of the application is installed on your computer, the procedure of its 
upgrading to version 5.6 will be performed as described above. 



 

CHAPTER 4.  USING KASPERSKY 

ANTI -VIRUS
È

 

After the application is installed and the Microsoft ISA Server services are res-
tarted, Kaspersky Anti-Virus is ready to start scanning data streams because all 
the parameters necessary for the scan have been already set by default. Kas-
persky Anti-Virus can be managed: 

 Locally, if the server part (anti-virus kernel, anti-virus database and filters 
for Microsoft ISA Server) and administration tools (Administration Con-
sole) for the application are installed on the same computer; 

 Remotely, if the server part and administration tools are installed on dif-
ferent computers. 

Please note, that in order to use remote management, the following protocols 
must be employed for accessing the server: 

 Protocols listed in the standard ISA server policy Allows Kaspersky An-
ti-Virus for Microsoft ISA Server Remote Management from specified 
computers using MMC. Access using these protocols can be enabled by 
adding a remote computer to that system policy 

 The Kaspersky Anti-Virus for Microsoft ISA Server Remote Manage-
ment Protocol. Access using that protocol is allowed by a special firewall 
rule created by the installer of Kaspersky Anti-Virus. 

4.1.  Default scan settings  

You can configure scan settings on the tabs of the Properties of Kaspersky 
Anti-Virus for Microsoft ISA Server dialog box. The following are the default 
scan settings: 

 The HTTP tab displays settings that regulate the application performance 
(see section 4.2.1.2 on page 27 for more detail) and messages sent to the 
client (see section 4.4 on page 48): 

 Cure HTTP traffic ï enabled 

 Maximum scanning duration before sending data to client, sec  
ï 30 seconds. 

 Maximum time span between chunks of data sent to the client, 
sec ï 10 seconds. 



Using Kaspersky Anti-Virus
È
 21 

 Data not sent to the client before scan completes, % ï 10 %. 

 Enable partial content download ï enabled. 

 Error messages sent to the client. 

<html>  

<head > 

<title>Kaspersky Anti - Virus for Microsoft ISA 

Server</title>  

</head>  

<body>  

<h1>Kaspersky Anti - Virus for Microsoft ISA 

Server</h1>  

<p>Internal Scanner Error "%ERR_TEXT%" 

(%ERR%)</p> 

</body>  

</html>  

 Message sent to the client about detection of a malicious ob-
ject: 

<html>  

<head>  

<title>Kaspersky Anti - Virus for Microsoft ISA 

Server</title>  

</head>  

<body>  

<h1>Kaspersky Anti - Virus for Microsoft ISA 

Server</h1>  

<p>The requested URL "%URL%" is infected with 

%VIRUSNAME% virus</p>  

</body>  

</html>  

 The FTP tab (see section 4.2.1.3 on page 33 for more detail) contains in-
formation about data received by the server before the first chunk of data 
is sent to the client, KB ï 128 KB. 

 The Anti-Virus tab (see section 4.2.1.1 on page 24) displays scan set-
tings: 

 Scan archives 

 Scan compressed executable files 

On this tab, you can also define the type of the anti-virus database used by 
the application. 

 The Licensing tab (see section 4.8 on page 56) displays the number of 
days the administrator will be notified about the license expiry. The num-
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ber of days is set in the Notify about license expiration field and it is seven 
days by default. The administrator is notified by messages displayed in 
the system log on the computer running Kaspersky Anti-Virus

È
 for ISA 

Server. 

 The Updating tab (see section 4.3 on page 45) contains settings for up-
dating the anti-virus database and the frequency of its updating. By de-
fault, updating is performed every three hours. The update server is ran-
domly selected from the list. 

The Settings tab (see section 4.2.1 on page 24) in the server properties dialog 
box lists a set of folders for Kaspersky Anti-Virus

È
 for ISA Server working data: 

 Folder for storing anti-virus databases: 
é/Program Files/Kaspersky Lab/Kaspersky Anti-Virus for ISA 
Server/bases 

 Folder for scan queue: 
é/Program Files/Kaspersky Lab/Kaspersky Anti-Virus for ISA 
Server/TaskQueue 

 Folder for temporary files: 
é/Program Files/Kaspersky Lab/Kaspersky Anti-Virus for ISA 
Server/Temp 

 Number of queued objects cashed in memory ï 128 objects. 

 Buffer size for a cashed object ï 128 KB. 

 Number of anti-virus kernels run simultaneously ï 4 kernels. 

 Number of anti-virus kernel instances reserved for scanning 
"fast" objects ï 1 instance. 

 Scan queue size ï 1024 objects. 

 Maximum scan time ï 1800 seconds. 

4.2.  Managing scans  

The scanning process is managed using the Kaspersky Anti-Virus
È
 for ISA Serv-

er main window shown in Fig.  7. 

In the application tree, each node corresponding to a server consists of the fol-
lowing branches: Groups and Policies. 

The view of branches on the right side of the main window can be customized. 
By default, all application branches and possible manipulations with them are 
displayed as Taskpad view. You can change the view to Advanced by selecting 
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the corresponding item from the shortcut menu. To open the shortcut menu, 
right-click the corresponding node in the Kaspersky Anti-Virus application 
node2 (Fig. 8). 

To configure management settings, use the following capabilities of Kaspersky 
Anti-Virus

È
 for ISA Server. With these you can: 

 Edit the general scan settings for the server on which Kaspersky Anti-
Virus

È
 is installed (see section 4.2.1 on page 24). 

 Set up new rules for anti-virus protection that differ from the default rules. 
The new rules are added by creating new policies (see section 4.2.3 on 
page 38). In the new policy, you can redefine the settings for traffic filter-
ing and then assign a group of users to the policy created. 

 

Figure 7. The Kaspersky Anti-Virus for Microsoft ISA Server main window 

                                                        
 
 

2 Below, the description of the elements of the scan management dialog box refers to 
their Taskpad view. 
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Figure 8. Shortcut menu 

4.2.1.  Configuring general sett ings of anti -

virus scans  

The administrator may need to change general settings of anti-virus protection. 

To edit general settings of anti-virus scanning: 

In the Kaspersky Anti-Virus
È
 main window (Figure 7), select Edit Kas-

persky Anti-Virus settings to open the Properties of Kaspersky An-
ti-Virus for Microsoft ISA Server dialog box. 

4.2.1.1.  General settings  

The General tab (see Figure 9) displays general information about the server: 

 Server name 

 Version of the anti-virus application 

 Anti-Virus kernel statuses 

 License expiration date 

 License key status 

 Application mode 

 Number of records in the anti-virus database 

 Date of the last database update. 
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Figure 9. The General tab 

The Anti-Virus tab (see Figure 10) displays general settings of  Kaspersky Anti-
Virus

È
. 
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Figure 10. The Anti-Virus tab 

In the upper part of the tab, you can see the following scan settings (Fig. 10): 

 If you want to enable extracting and scanning of archives, check the Scan 
archives box. 

Note: 

If the extracting archives control is disabled, the archives will be scanned as ge-
neric files. In this case, the program will detect only those viruses that have pe-
netrated the archive file. 
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Note: 

If the extracting archives control is disabled, the archives will be scanned as ge-
neric files. In this case, the program will detect only those viruses that have pe-
netrated the archive file. 

Note: 

When scanning multi-volume archives, Kaspersky Anti-Virus scans each of the 
volumes as a separate object. In this case, the application can detect malicious 
code only if one of the volumes contains the entire piece of code. If a virus is 
divided into separate parts, during partial data loading, the anti-virus application 
will be unable to detect it. In this case, there is a possibility that malicious code 
can propagate after the object restores its integrity. 

Multi-volume archives can be scanned after they are saved on the hard disk by 
other Kaspersky Lab applications, for example, Kaspersky Anti-Virus for Micro-
soft File Servers. 

Warning! 

Kaspersky Anti-virus does not scan password protected archives! 

 If you want to scan compressed executable files, check the Scan com-
pressed executable files box. 

Note: 

As for archives, if this option is disabled, executable files will be scanned as un-
compressed. The program will detect only those viruses that have penetrated the 
compressed file. 

Since all these modes increase the load on your computer resources during anti-
virus scans, this can delay sending files to the client. 

In the lower part of the tab, you can select the anti-virus database that will be 
used to detect viruses: 

 Standard databases (viruses only) ï the application will use the database 
containing descriptions of all currently known viruses and methods of their 
detection and eradication. This is a default option. 

 Extended databases (viruses + RiskWare) ï in addition to virus signa-
tures, the database contains descriptions of the so-called riskware, i.e. 
the applications that known to be potentially vulnerable to hacker attacks, 
nonauthorized access, etc. 

 Redundant database (viruses + RiskWare, SpyWare, AdWare) ï the ap-
plication will use the most extended version of the database. In addition to 
the above-described database, this version contains descriptions of spy 
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applications (SpyWare) and applications used to broadcast unsolicited 
advertisements (AdWare). 

Spy application allow unauthorized users to get access to personal informa-
tion, such as web browser history, passwords, bank accounts, etc., and 
send it to interested parties.  

The so-called AdWare installed together with other software displays adver-
tisements in new browser windows, thereby impelling the user to visit the 
website of the advertiser. This software may irritate users and lead to in-
crease the companyôs total traffic. 

Warning! 

The use of the extended and redundant databases may cause false alarms, for 
example, during download the software for additionally protects the PC. These 
can be remote administration programs that have no installer. 

The default option for Kaspersky Anti-Virus
È
 is to use the standard anti-virus 

database. The extended and redundant databases are used to provide the high-
est-level protection for data. The use of these databases increases the load on 
your server resources.  

On the Settings tab (see Figure 11), you can change the parameters of Kas-
persky Anti-Virus affecting the server. 

In the three fields located in the upper part of the tab, you can edit the default 
paths to the Kaspersky Anti-Virus

È
 working folders. These folders are used to 

store: 

 The anti-virus database that is used during anti-virus scanning. 

 Temporary files. When protection of archives and compressed executable 
files is enabled, Kaspersky Anti-Virus

È
 places the extracted files in the 

temporary folder. After scanning, the temporary files are deleted. 

 The scan queue. Here the program places objects that are to be scanned, 
being scanned, or those that have been scanned and are ready for deli-
very to the client. 

Warning! 

For the changes in the path to the scan queue to take effect, you should restart 
the Microsoft ISA Server Control and the Kaspersky Anti-Virus services. 
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Figure 11. The Settings tab 

Warning! 

Kaspersky Anti-Virus
È
 for Microsoft ISA Server can run simultaneously with other 

anti-virus programs in order to protect the file system of your computer (for ex-
ample, Kaspersky Anti-Virus

È
 for Windows File Servers). In this case, the correct 

operation of Kaspersky Anti-Virus
È
 for Microsoft ISA Server requires that the 

folders for the scan queue and temporary files be excluded from scans by these 
additional programs. 

In the lower part of the tab, you can specify the following settings affecting the 
Kaspersky Anti-Virus performance: 

 Number of queued objects cashed in memory 

 Buffer size for cached object, KB 

 The number of anti-virus kernel instances run simultaneously 
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To enhance the efficiency in processing large amounts of data, Kaspersky 
Anti-VirusÈ can simultaneously run several anti-virus kernels. By default, 
four anti-virus kernels are formed and run simultaneously during application 
startup. 

Note: 

You can select up to 32 anti-virus kernels to be run simultaneously. It is recom-
mended that you run four anti-virus kernels on one physical processor. 

 The number of anti-virus kernel instances reserved for scanning 
"fast" objects. 

In this field, you can specify the number of anti-virus kernel instances re-
served for scanning some categories of HTTP traffic (the so-called ñfastò 
traffic). This allows you to decrease the time spent by Kaspersky Anti-Virus 
to scan large objects. 

The following types of objects can be classified as HTTP traffic ñfastò ob-
jects: 

 Text files of size less than 2 MB 

 Graphic files of size less than 2 MB 

 Other objects (excluding executable files) of size below 256 KB. 

 Scan queue size. In this field, specify the maximum number of objects 
that can be placed to a working directory for objects queued for anti-virus 
scanning. 

Note: 

The number of queued objects can range from 1 to 16383. The default value is 
1024. 

Warning! 

If the queue is full, a new object will not be scanned. It will be flagged as clean 
and sent to the client. 

Warning! 

In case of multiple simultaneous connections (more than 1000) with an FTP or 
HTTP server, the time for scanning some of the queued objects might exceed 
the server timeout. In this case, the connections to the server will be terminated, 
and all objects will not be delivered to the clients. 

 Maximum scan time, sec. In this field, specify the maximum time al-
lowed for scanning a single object. 
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Note: 

You can set a value ranging from 1 to 86400 seconds, inclusive. The default val-
ue is 1800. 

Warning! 

If an object is not scanned during the specified time, it will be flagged as clean 
and sent to the client. 

You can always restore the default settings by clicking the Restore default but-
ton. 

On the Licensing tab you can manage license keys for the application (see sec-
tion  4.8 on page 56). 

On the Updating tab, you can define anti-virus database update options (see 
section 4.3 on page  45). 

On the Diagnostics tab, you can specify the diagnostic detail level displayed in 
logs (see section 4.6.3 on page 53). 

4.2.1.2.  Settings for HTTP scanning  

On the HTTP tab (Fig. 12), you can modify settings for scanning HTTP traffic and 
set restrictions for processing data transferred via the HTTP protocol. Here you 
can also edit messages sent to the clients. 

In the upper three fields, specify the settings for HTTP scanning: 

 Select the Cure HTTP traffic check box if you want Kaspersky Anti-Virus 
to cure an infected file upon its detection; 

Note: 

Kaspersky Anti-Virus can disinfect only the files transferred via HTTP protocol. 
When an infected file is detected transferred via the FTP protocol, Kaspersky 
Anti-Virus blocks access to the infected object without attempts to disinfect it. 

 Enter the maximum delay time for a chunk of data scanned by the appli-
cation in the Maximum scanning duration before sending data to 
client, sec field. This field specifies the time limit for scanning data. After 
the limit is reached, scanning is converted into a stream and sent to the 
client that requested this data. This parameter affects the way infected 
files are treated after they are detected: 

 If an infected file has been detected and disinfected before the 
first chunk of data containing a part of this file was sent to the 
client, the client receives the disinfected file. 
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 If an infected file was detected after the first chunk of data con-
taining a part of this infected file had been sent to the client, the 
program terminates the connection. Upon the second request 
for this file, the client will be immediately notified that the re-
quested file is infected. 

Warning! 

Upon the second request for this file, the file will be scanned only if the time span 
between the first and the second requests is more than 100 seconds. If the time 
span between requests is less than 100 seconds, the client will be notified that 
the requested file is infected. 

 

Figure 12. The HTTP tab 

 Specify the time span for sending the next chunk of data to the client 
upon request in the Maximum time span between chunks of data sent 
to the client, sec field. 

Warning! 

The value of this field cannot exceed the value of the Maximum scanning dura-
tion before sending data to client, sec field. 
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 Set the percentage of data accumulated by Kaspersky Anti-Virus
È
 for 

subsequent analysis and scanning in the Data not sent to the client be-
fore scan completes, % field. 

The Enable partial content download checkbox enables/disables partial down-
loading of data in cases, for example, of an Internet connection failure when 
downloading a file. 

Warning! 

Note that Kaspersky Anti-Virus can detect malicious code only if the entire code 
will be contained in any part of the object that is being partially downloaded. If an 
object is divided into parts during downloading and pieces of virus code are con-
tained inside these parts, the virus might spread after the object integrity is res-
tored. 

For more information about the fields for editing messages sent to the client, see 
section. 4.4 on page 48. 

At any time during editing the current settings, you can return to default settings 
by clicking the Set default values button. 

4.2.1.3.  Settings for FTP scanning  

On the FTP tab (Fig. 13), you can modify settings for scanning ISA Server data 
transmitted via the FTP and FTP over HTTP protocols. 

In addition to the anti-virus protection mode, you can specify the amount of data 
transmitted via the FTP protocol and collected by the server for subsequent 
analysis. After the server receives the specified amount of data, the data is sent 
to the client. The maximum value of this field is 1024 Kb. 

At any time during editing the current settings, you can return to default settings 
by clicking the Set default values button. 

Warning! 

Note that Kaspersky Anti-Virus can detect malicious code only if the entire code 
will be contained in any part of the object that is being partially downloaded. If an 
object is divided into parts during downloading and pieces of virus code are con-
tained inside these parts, the virus might spread after the object integrity is res-
tored. 
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Figure 13. The FTP tab 

4.2.2.  Managing client groups  

Each group includes local network clients; each client can be a member of one or 
several groups. The same policy can be applied to different groups. 

Note: 

During installation, the application automatically creates the default user and 
default user group, because at least one user group is required for Kaspersky 
Anti-Virus operation. 

Note: 

All ISA Server clients that do not belong to any group are assigned to the default 
group. 

Warning! 

The default user and user group cannot be deleted! 
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If a client is a member of several groups, it is scanned for viruses using settings 
for the group with the mildest rules of anti-virus protection. 

An example is a client belonging both to the Accountant Department group for 
which these chunks of data are scanned, and to the Administrators group for 
which these chunks of data are excluded from scanning. In this case, an anti-
virus scan of this client will be performed with the settings for the Administrators 
group. 

In the present version of Kaspersky Anti-Virus
È
, clients are defined by their IP 

address or a group of IP addresses. Clients with a specified IP address can be 
computers with pre-set network services and static IP addresses, for example, 
mail servers. For network clients that do not have static IP addresses, you can 
create one client and specify the subnet address and subnet mask. 

To switch to the list of groups, Select Manage groups in the Kaspersky Anti-
Virus

È
 main window (Figure 7). The Manage groups of Kaspersky Anti-Virus 

clients dialog box will appear on your screen (Fig. 14). 

A similar action is invoked when you click the Groups node in the server tree. 

The administrator can rename existing groups, change their descriptions, create 
new groups, and delete old groups. 

 

Figure 14. The Manage groups of Kaspersky Anti-Virus dialog box 

To create a new group of clients 

1. Select the Create a group option. 

2. In the Create a Group dialog box (Fig. 15), enter the name and 
description of the new group. 
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3. In the next dialog box (Fig. 16), click Add clients é 

4. In the Clients dialog box, either select a client from the list of existing 
clients or create a new client by clicking Newé 

5. If you select Newé, you will see the Client Properties dialog box. In 
this dialog box, fill in the Client name field and select one of the 
following options: 

 One IP address to add a client with a static IP address. 

 Subnet to add a client specified by a subnet mask. 

 Range of IP addresses to specify a range of IP addresses for 
a client. 

 

Figure 15. Creating a new group 

6. After the new clients are included in a group, click Finish to finish 
creating a group. 
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Figure 16. Adding clients to a new group 

Note: 

The newly created group is assigned to the default policy. 

To change the description and names of clients in a group: 

Select the required group in the Manage groups of Kaspersky Anti-Virus 
clients (Fig. 14) and click Edit group properties. 

This will open the Group properties dialog box. On the General tab of this di-
alog box (Fig. 17), change the name and description of the group. On the Clients 
tab (Fig. 18), you can add a client or delete an existing client from the group. 

Note: 

If you delete an existing client, information about this client is deleted only from 
the group you are currently editing. 
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Figure 17. The General tab 

 

Figure 18. The Clients tab 

To delete a group: 

Select the required group in the Manage groups of Kaspersky Anti-
Virus clients dialog box (Fig. 14) and click Delete a group. 

4.2.3.  Specifying policies for anti -virus 

scanning  

A specific policy can be assigned to each group of clients. The anti-virus policies 
define additional settings of filtering incoming traffic for different groups of clients, 
thus increasing the speed of anti-virus scanning. 

Note: 

During installation, the application automatically creates the default policy, be-
cause at least one policy is required for Kaspersky Anti-Virus operation. 

Warning! 

The default policy cannot be deleted! 

Note: 

Only one policy can be assigned to each group. For example, the Administra-
tors policy is assigned to the Administrators group; no other policy can be as-
signed to this group. 
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To switch to the list of policies: 

Select Manage policies in the Kaspersky Anti-Virus
È
 main window 

(Figure 7). You will see the Manage Kaspersky Anti-Virus policies di-
alog box (Fig. 19). 

 

Figure 19. The Manage Kaspersky Anti-Virus policies dialog box 

To create a new policy: 

1. Click Create a policy. 

2. In the Create a Policy dialog box (Fig. 20), enter the name and a 
description of the policy. 

3. In the next dialog box (Fig. 21), click Add and select a group of clients to 
be assigned to the new policy. 

4. In the Add Trusted Servers to a Policy dialog box (Fig. 22), click Add to 
specify trusted servers. The incoming traffic from these servers will be 
excluded from anti-virus scanning. In the Trusted Server dialog box 
(Fig. 28), enter the description of the server and its properties (see 
section 4.2.3.1 on page 43 about trusted servers). After the list of trusted 
servers is complete, click Next. 

5. The Add Trusted Object Types to a Policy dialog box (Fig. 23) will 
appear on your screen. In this dialog box, click Add an object type to add 
a type of object to be excluded from anti-virus scanning (see 
section 4.2.3.2 on page 44 for more details). 

6. After the list of trusted objects is complete, click Finish. 
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Figure 20. Creating a new policy 

 

 

Figure 21. Adding a group of clients 
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Figure 22. Adding trusted servers 

 

 

Figure 23. Adding an object type 
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To edit policy settings: 

In the Manage Kaspersky Anti-Virus policies dialog box (Fig. 19), se-
lect the policy and click Edit policy settings. 

On the General tab of the new dialog box (Fig. 24), you can rename the policy 
and change its description. 

On the Groups tab (Fig. 25), you can change the list of groups assigned to this 
policy, add a new group to the list of groups, or delete a group from the list. 

 

Figure 24. The General tab 

 

Figure 25. The Groups tab 

On the Servers tab (Fig. 26) and the Object Types (Fig. 27) tab, you can edit 
the list of trusted servers and objects excluded from scans for this anti-virus poli-
cy. 
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Figure 26. The Servers tab 

 

Figure 27. The Object Types tab 

To delete a policy: 

In the Manage Kaspersky Anti-Virus policies dialog box (Fig. 19), se-
lect a policy and click Delete a policy. 

Note: 

After a policy is deleted, all groups of clients assigned to this policy are automati-
cally assigned to the default policy. 

4.2.3.1.  Managing a list of trusted servers  

For each policy, the administrator can specify trusted servers. The incoming traf-
fic from these servers is excluded from anti-virus protection. This list only con-
tains names of servers from which traffic cannot contain any malicious objects. 
The larger the list of trusted servers, the less Kaspersky Anti-Virus

È
 intrudes into 

the data streams requested by the clients of the groups assigned to this policy.  

The list of trusted servers can be managed from the Servers tab (Fig. 26) of the 
Policy properties dialog box. 

When a new trusted server is added to the list, the program opens the Trusted 
server dialog box (Fig. 28). Here you can configure settings for this trusted serv-
er by specifying one of the following items: 

 Server domain name. 
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 Server IP address. 

 Subnet. 

 Range of IP addresses. 

 

Figure 28. Adding a trusted server 

Note: 

To delete a trusted server from the list, click the corresponding button on the 
Servers tab (see Figure 26). 

4.2.3.2.  Creating a list of objects excluded from 

scans  

Reducing the types of object excluded from anti-virus scans, as well as the list of 
trusted servers, in turn reduces the load on the resources of the ISA Server 
computer. 

The list of object types is managed from the Object Types tab (Fig. 27) of the 
Policy properties dialog box. When a new type is added, the Object Type di-
alog box appears (Fig. 29). 
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Note: 

The list of objects excluded of scans contains BMP, GIF, and PNG files by de-
fault. If you do not want Kaspersky Anti-Virus to scan objects in streaming trans-
fers of audio and video broadcasts, exclude from the scanning scope objects of 
these types: Adobe Flash video, Windows Media Streaming Protocol object 
and QuickTime video. 

 

Figure 29. Adding types of objects 

4.3.  Updating the anti -virus database  

Updates to your anti-virus database can be downloaded on demand or automati-
cally (scheduled). The updated anti-virus database can be downloaded from the 
following sources: 

 the Internet via the FTP or HTTP protocol from Kaspersky Lab update 
servers; 

 from a local or shared folder. 

Note: 

New updates are available on Kaspersky Lab updating servers every hour! 

Updating of the anti-virus database is managed from the Updating tab of the 
Properties of Kaspersky Anti-Virus for Microsoft ISA Server (Figure 30). By 
default, daily updating from Kaspersky Lab servers is disabled.  
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Figure 30. Configuring update settings 

To configure updating settings for downloading updates from the Internet: 

1. In the application main window, select Edit Kaspersky Anti-Virus 
properties and, in the Properties of Kaspersky Anti-Virus for 
Microsoft ISA Server dialog box, select the Updating tab. 

2. On the Updating tab, select the Update from the Internet radio 
button. 

3. Click Settings for updating via the Internet... to specify the 
updating server. 

4. In the new dialog box: 

 Choose Select update server automatically if you want to re-
trieve updates from a random server. 

 Choose From the specified server only if you want to retrieve 
updates from a user-defined server. Enter the server address in 
the corresponding field. 
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5. In the Use HTTP proxy part, enter the HTTP proxy parameters if 
such a proxy is used in your system: 

 Select Use local proxy of the ISA server to use a local proxy 
of the Microsoft ISA server to update the anti-virus database via 
the Internet. 

 Select Use other proxy server, and in the Proxy name and 
port fields enter the proxy name and port that differ from the lo-
cal proxy of the ISA server. 

 

Figure 31. Configuring the database updating server 

6. In the FTP settings part, check the corresponding box to use passive 
FTP for retrieving updates through FTP. 

To update your anti-virus database from a local folder: 

In the Anti-Virus Database Updating dialog box, select Update from a 
local or shared folder and enter the full path to the desired folder (see 
Figure 31). 
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4.3.1.  Scheduled updating of the anti -virus 

database  

To enable automatic updating of your anti-virus database, check the Automati-
cally update anti-virus databases box. 

The anti-virus database is updated as often as set by the ISA Server administra-
tor. By default, the database is updated every three hours. 

In the corresponding three fields (see Figure 31), you can change the frequency 
and time of updating the anti-virus database. 

4.3.2.   On -demand updating  

On the Updating tab (see Figure 30), click Update now to start downloading the 
updated anti-virus database according to the current settings. 

Note: 

You can update the anti-virus database on demand regardless of whether sche-
duled updating of the anti-virus database is enabled or disabled. 

The Status field displays the current updating status. 

4.4.  Configuring notifications  

If Kaspersky Anti-Virus
È
 detects an infected file that cannot be disinfected in a 

data stream, the connection terminates and the client that requested these data 
receives an HTML message about detection of a virus. 

Note: 

Messages are formed only if the malicious object was detected by  the Web filter 
of Kaspersky Anti-Virus. 

The following is the default message created in the Message sent to the client 
about detection of a malicious object field (Fig. 12): 

<html>  

<head>  

<title>Kaspersky Anti - Virus for Microsoft ISA Ser v-

er</title>  

</head>  

<body>  
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<h1>Kaspersky Anti - Virus for Microsoft ISA Server</h1>  

<p>The requested URL "%URL%" is infected with %VIRU SNAME% 

virus</p>  

</ body>  

</html>  

The following extensible variables are used in the message text: 

 %URL% ï the URL of the Internet resource requested by the client. 

 %VIRUSNAME% ï the name of the virus that infected a data stream. 

If an internal system error occurs after the request is sent, the client that re-
quested the data receives the following HTML message formed in the Error 
message sent to the client field on the HTTP tab of the Properties of Kas-
persky Anti-Virus for Microsoft ISA Server dialog box (Fig. 12): 

<html>  

<head>  

<title>Kaspersky Anti - Virus for Microsoft ISA Ser v-

er</title>  

</head>  

<body>  

<h1>Kaspersky Anti - Virus for Microsoft ISA Server</h1>  

<p>Internal Scanner Error "%ERR_TEXT%" (%ERR%)</p>  

</body>  

</html>  

The following extensible variables are used in the message text: 

 %ERR_TEXT% ï error description 

 %ERR% ï error code 

On the HTTP tab of the Properties of Kaspersky Anti-Virus for Microsoft ISA 
Server  dialog box, you can edit messages sent to the client (Fig. 12). The max-
imum message length is 10240 bytes. The encoding of this page depends on the 
regional settings of your operating system. For example, if English is set as the 
default language, the encoding will be windows-1252. 

4.5.  Tes ting Kaspersky Anti -Virus
È

 

operation  

After installing and adjusting Kaspersky Anti-Virus
È
, we recommend that you test 

its settings and operation of the program using a test ñvirusò or its modifications. 
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The test virus was specially designed by the  organization (The Euro-
pean Institute for Computer Antivirus Research) for testing anti-virus products. 

The test ñvirusò IS NOT ACTUALLY A VIRUS because it does not contain code 
that can really harm your computer. However, most anti-virus products identify 
this file as a virus. 

Warning! 

Never use real viruses to test the operation of an anti-virus product! 

You can download the test ñvirusò from the official website of the EICAR organi-
zation at http://www.eicar.org/anti_virus_test_file.htm. 

When the file is being downloaded from the EICAR website, the anti-virus pro-
gram will detect it, label it as infected, fail to disinfect it, and apply the action de-
fined by the administrator for handling such objects. Thus, under default settings 
(see section 4.1 on page 20), the Internet connection will be terminated and you 
will see a warning about downloading an object infected with the eicar virus. 

4.6.  Application statistics and 

diagnostics  

You can view Kaspersky Anti-Virus
È
 performance statistics using standard Win-

dows counters and modify options for notifying the administrator upon critical 
events. You can also have Kaspersky Anti-Virus

È
 log statistics to diagnose prob-

lems that might occur when the program is filtering data streams. 

This section discusses these features in more detail. 

4.6.1.  Recording and viewing statistics  

The Kaspersky-Anti-Virus performance statistics can be managed and viewed 
using standard Windows performance counters that are available from the Per-
formance console (Start -> Settings -> Control Panel  
-> Administration Tools -> Performance). 

To select the parameters to be logged: 

1. Switch to the Add Counters dialog box (Fig. 32) and select Use local 
computer counters if ISA Server is managed from an ISA Server 
computer, or Select counters from computer if ISA Server is 
managed from a remote administratorôs workstation. 

http://www.eicar.org/anti_virus_test_file.htm
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2. From the Performance Object drop-down list, select the KAV for ISA 
object. A list of parameters currently logged appears in the lower left 
field: 

 Select All counters if you want to view statistics of all the pa-
rameters of Kaspersky Anti-Virus

È
 performance, and click Add. 

 Choose Select counters from list if you want to view informa-
tion only on specified parameters of the application perfor-
mance. Then, select a necessary counter from the list and click 
Add. 

 

Figure 32. Customizing statistics settings 

Warning! 

The following settings are required to view counters from a remote computer! 

3. To view statistics from a remote computer, you must be granted the 
following permissions on the computer where Kaspersky Anti-Virus

È
 for 

Microsoft ISA Server is installed: 

 Read access to the following files: 

%windir% \ System32 \ PERFCxxx .DAT 

%windir% \ system32 \ PERFHxxx .DAT  

 Read access to the following registry keys: 


