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CHAPTER 1. KASPERSKY ANTI-

VIRUS 5.5 FOR LINUX AND
FREEBSD MAIL SERVERS

Kaspersky Anti-Virus® 5.5 for Linux and FreeBSD Mail Servers (hereinafter
referred to as Kaspersky Anti-Virus) is designed for anti-virus processing of mail
traffic and file systems of servers running the Linux or FreeBSD operating
systems, and using the Sendmail, Postfix, Qmail, or Exim mail programs.

This application allows the user to:

Check for viruses incoming and outgoing mail messages, as part of the
server's SMTP traffic.

Detect infected, suspicious, corrupted, and password-protected files, as
well as files that cannot be scanned.

Cure infected objects in file systems and mail messages.

Quarantine all infected, suspicious, and corrupted objects of the server
file system and its mail traffic. Password-protected files can also be quar-
antined, as well as files that cannot be scanned.

Process mail traffic according to rules preset for groups of senders and
recipients.

Provide secondary filtering of mail traffic by name and type of attached
files, and use individual processing rules for the filtered objects.

Notify the sender, recipient, and group administrator about mail messages
that contain infected, suspicious, and other objects.

Update the anti-virus databases using Kaspersky Lab’s update servers as

the source.

The anti-virus database is used to search for and clean infected objects.

During the scan each file is analyzed for the presence of viruses by

comparing the file’s code with code stored in the database which are
specific to individual viruses. If the file is infected, the application
disinfects it, again using information stored in the database.

New viruses appear daily, and therefore the experts at Kaspersky Lab
recommend updating the anti-virus database hourly to maintain the
application in up-to-date condition.
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Scan for viruses all mounted file systems.

Configure Kaspersky Anti-Virus via the web-based interface provided by
the Webmin program and the application configuration file.

1.1. What’s new in version 5.5

Version 5.5 of Kaspersky Anti-Virus for Linux and FreeBSD Mail Servers features
the following improvements over version 5.0:

The keepup2date component uses new technologies to download up-
dates to the anti-virus databases and application modules, cutting down
on network traffic. Integrity checks for downloaded databases ensure se-
cure application operation.

A backup storage area preserves copies of suspicious or infected objects
prior to their disinfection or removal. This allows the recovery of the origi-
nal data if errors occur during object disinfection.

The iChecker technology and double-level caching of scanned objects
have been implemented to decrease server load during anti-virus scan-
ning.

The Webmin application can now be used to remotely view both statistics
of virus activity for a specified period, and data on the types of viruses de-
tected during an anti-virus scan.

The option to restrict the number of objects scanned simultaneously in the
background has been added, to optimize server load.

A list of detectable viruses can now be generated.

The option to select the current protocol (SMTP or LMTP) for operation of
the smtpscanner component has been added.

It is now possible to notify e-mail senders about message delivery when
the SMTP protocol is used.

The option has been added to save, for each message, the names of de-
tected viruses and the message identification code in the event log file
produced by the smtpscanner component.

The application licensing policy has been changed. In particular, it is no
longer necessary to create and maintain a list of protected users; this list
is automatically generated and maintained by the application now.

The active anti-virus databases (standard databases, extended or para-
noid set) can be specified individually for each application component.
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e A new macro, which inserts all headers from the original message, has
been added for use with notifications.

e The application setup and removal procedures have been simplified con-
siderably. In particular, the application correctly removes its traces from
configuration files during the uninstall procedure.

¢ Installation has been made faster by enabling the application to import
configuration settings from earlier versions (4.0 or 5.0).

e The installer now correctly detects the presence of, and integrates the
application with, Kaspersky Anti-Spam, and restores the previous configu-
ration during the uninstall procedure.

e Support for the DSN, 8bit-MIME, X-Forward extensions and SMTP as an
incoming transfer protocol has been added.

e The application now features an opportunity to append additional informa-
tion about the results of anti-virus scanning and processing to the headers
of scanned messages.

1.2. Hardware and software
requirements

The minimum system requirements for Kaspersky Anti-Virus are:
e Hardware requirements:
e Intel Pentium-class processor
e 32 Mb of RAM or more
e 100 Mb or more of available hard disk space.
e Software requirements:
e One of the following operating systems:
o Red Hat Linux 9.0
o Red Hat Enterprise Linux Advanced Server 3
o Fedora Core 3
o SuSE Linux Enterprise Server 9.0
o SuSE Linux Professional 9.2
o Mandrake Linux 10.1
o Debian GNU/Linux 3.0 updated (r4)
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o FreeBSD 4.10 or 5.3
e One of the following mail systems:
o sendmail 8.x,
o gmail 1.03,
o postfix 1.0 or higher,
o exim4.0.

o Perl version 5.0 or higher (www.perl.org) for Kaspersky Anti-
Virus installation, and the which utility for installation of the ap-
plication.

e The Webmin utility (www.webmin.com) 1.070 or higher for re-
mote administration of the application.

1.3. Distribution kit

You can purchase Kaspersky Anti-Virus either from our distributors (retail box) or
in our Internet-shop (www.kaspersky.com, E-Store section).

When purchasing a retail box you will receive the following distribution kit:
A sealed envelope with an installation CD containing software application files
Administrator's guide

Product key included into the distribution package or recorded to an individual
floppy disk

License agreement.

Please read the license agreement carefully before opening the CD envelope.

Opening the sealed envelope of the installation CD or installing the application
on a computer confirms your acceptance of all terms and conditions of the
license agreement.

If you purchase our application from a web shop, you download it from the
Kaspersky Lab site; the copy also contains this manual. Your product key is
either included into the installation file or sent to you by e-mail after payment.

The license agreement constitutes a legal agreement between you and
Kaspersky Lab containing the terms and conditions subject to which you may
use the purchased software.

Please read the license agreement carefully!
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If you do not agree with the terms of the license agreement, you may return the
box with Kaspersky Anti-Virus to the distributor, where you have purchased it;
you will be refunded the amount you've paid for subscription, provided the CD
envelope remains sealed.

1.4. Services for registered users

Kaspersky Lab offers its legal users a broad range of services maximizing the
efficiency of Kaspersky Anti-Virus software.

By purchasing a subscription you become a registered software user entitled to
the following services throughout the license period:

Software upgrades for this software application.

Consultations regarding issues pertaining to installation, configuration and
use of this software. You can contact the Technical Support service for
consulting using any of the following methods:

Make a phone call to Technical Support.

Create and send a request using the Technical Support web site
(http://www.kaspersky.com/helpdesk) or your personal user cabinet.

notifications about new software products from Kaspersky Lab, and about
new virus outbreaks. This service is provided to users who have sub-
scribed to the Kaspersky Lab e-mail newsletter service.

Kaspersky Lab does not give advice on the performance and use of your
operating system or various other technologies.



CHAPTER 2. TYPICAL
PATTERNS OF APPLICATION
DEPLOYMENT

Depending on the initial architecture of the mail server, there are several options
for deploying Kaspersky Anti-Virus for Linux and FreeBSD Mail Servers:

e On the same server with the e-mail software. This option is used when
the server is hosting a Sendmail, Qmail, Postfix or Exim mail software
(see section 2.2 on page 13).

e On a dedicated server as a secondary filter: This option is recommended
when the primary mail server is running an unsupported operating and/or
mail system (see section 2.3 on page 14).

e As afilter for external mail services. This option is useful when mail server
users have their mailboxes on external servers, in order to provide antivi-
ral protection of downloaded mail messages (see section 6.5 on page 62).

In all these cases, Kaspersky Anti-Virus can both filter mail traffic and scan all
mounted file systems.

Prior to studying the above deployment patterns in detail, we shall review the
internal architecture of Kaspersky Anti-Virus in order to fully understand its
operational algorithm.

2.1. Internal architecture of
Kaspersky Anti-Virus

When using Kaspersky Anti-Virus, it is important to understand its operational
algorithm.

This section reviews the application’s internal architecture, concentrating on mail
traffic scanning, since the process of scanning server file systems is
comparatively straightforward and does not require a special in-depth study.

It should be noted that Kaspersky Anti-Virus is only capable of scanning mail for
viruses, and does not constitute a mail agent capable of receiving and routing
mail traffic. This must be carried out by a mail system installed on the server,
with which the anti-virus program is integrated after installation.



12 Kaspersky Anti-Virus 5.5 for Linux and FreeBSD Mail Servers

In the following examples illustrating internal operation of Kaspersky Anti-Virus
for Linux and FreeBSD after its integration with the mail system, the Sendmail
mail server will be used as an example.

In the process of anti-virus integration into the Sendmail server, an additional
configuration file sendmail.cf.listen is created.

When started with this configuration file, Sendmail receives mail traffic and
passes it to Kaspersky Anti-Virus for scanning. If started with the original
configuration file (sendmail.cf), it delivers mail messages received from the
application.

Thus, mail messages are scanned using the following algorithm:

1. Sendmail receives e-mail via the SMTP protocol (configuration file
sendmail.cf.listen). Sendmail creates a queue, in which it stores the
incoming mail and passes it via the LMTP or SMTP protocol to the
smtpscanner component for scanning.

2. The smtpscanner component processes the mail traffic according to the
defined settings. Mail message scanning and cleaning is carried out as
follows:

a. smitpscanner passes the file name for the mail message to the
aveserver component using the local socket.

b. aveserver scans and disinfects the object using the anti-virus
databases.

c. smipscanner receives from aveserver a return code that
defines the status of the file.

d. Depending on the object status, smipscanner processes it
according to the configuration file.

3. The processed mail traffic, with notifications regarding the results of scanning
and cleaning, is transferred via the SMTP protocol to the Sendmail server (with
sendmail.cf configuration file), which delivers this mail traffic to local users or
routes it to other mail servers.
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SMTP SMTP

S

sendmail A —LMTP—s  smtpscanner —SMTP—» sendmail B

aveserver

Anti-virus database

Kaspersky Anti-Virus

Mail server

Figure 1. Internal architecture of
Kaspersky Anti-Virus for Linux and FreeBSD Mail Servers

2.2. Operation on the same server as
the mail server

In this document, the operation and configuration of Kaspersky Anti-Virus are
described only for the case of installation on one server with a mail system.

The installation and operation of Kaspersky Anti-Virus on the same server as the
mail software is only possible with supported operating systems (Linux or
FreeBSD), and with supported mail systems (Sendmail, Qmail, Postfix or Exim).

This configuration is recommended for mail servers operating with average load.
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Let us take a detailed look at the operation of Kaspersky Anti-Virus on the same
server as any of the above mentioned mail systems (see Figure 2). The
sequence of processing incoming and outgoing mail is identical, and consists of
the following stages:

1. The stream of mail messages comes in from other servers, or from the
LAN, via the SMTP protocol.

2. The mail system receives the mail traffic and passes it to Kaspersky
Anti-Virus for scanning.

3. The application processes the mail traffic according to the specified
settings, and returns it to the mail system along with an additional set of
notifications.

4. The mail system routes the mail traffic further.

Server running UNIX system

Kaspersky Anti-Virus
(filtering)

SMTP on |
port 25,
incoming traffic—|

SMTP

The Internet

|| Mail system | Mail system | _—|

(reception) (routing}
SMTP, SMTP on port 25,

outgoeing traffic ‘\/ outgaing traffic

Figure 2. Diagram of Kaspersky Anti-Virus operation
on the same server with mail system

Based on the above diagram, during installation or post-installation configuration
of Kaspersky Anti-Virus, the following settings must be adjusted:

e Define the port which Kaspersky Anti-Virus will use.

o Set the mail system port that the program will use to receive mail from
Kaspersky Anti-Virus after filtering.

2.3. Operation on a dedicated server

Kaspersky Anti-Virus for Linux and FreeBSD Mail Servers can scan and provide
anti-virus processing, for mail traffic even if your mail server is running another
operating system, for example Microsoft Windows Server 2003.
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In this situation, Kaspersky Anti-Virus must be installed on a dedicated server
running Linux or FreeBSD.

In order to receive mail traffic and forward it to the Windows mail server, a mail
system (Sendmail, Qmail, Postfix or Exim) must also be installed on the
dedicated server. Then Kaspersky Anti-Virus should be installed and integrated
with the mail system (see section 4.4 on page 23).

With this layout, the operation has the following sequence (see Figure 3):

1. Mail traffic is received by the server running an operating system belong-
ing to the Unix family.

2. The mail system (e.g., Postfix) forwards it to Kaspersky Anti-Virus via the
LMTP or SMTP protocol for scanning.

3. Checked mail with notifications created by the anti-virus is passed back to
the mail system, which in turn forwards it to the main mail server for de-
livery or further routing.

Server running UNIX system

SMTF on
port 25,
incoming traffic

| Anti-virus filter (MX2) |

I
I
SMTP

: !
The Internet i
Mail system
SMTP, [ (routing) L—" smrPmaPl
outgoing fraffic MX2 POP3/IMAP,

incoming traffic

Server running Windows

Figure 3. Diagram of Kaspersky Anti-Virus operation on a dedicated server

On the above diagram, the server with Kaspersky Anti-Virus installed is the
primary server since it receives mail stream and resends it, while the server with
Microsoft Exchange Server is the secondary one, which only delivers mail.

However, if prior to installation of Kaspersky Anti-Virus your mail server had been
used to screen messages by senders’ IP addresses, then the server with
Kaspersky Anti-Virus must be defined as secondary. The reason is that if you
make the server hosting Kaspersky Anti-Virus the primary one, all the mail
messages will be received by the secondary server (with IP filtering) from the
same IP address, making filtering impossible.

If there are mail servers within your LAN, then the MX-records or forwarding
parameters must point to the primary server, not the secondary one.

e Primary filter (MX1) settings:
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e Name of the host server where the filter is installed:
mx1.yourhost.domain

e Host server name for mail forwarding: mx2.yourhost.domain:25

e Secondary filter (MX2) settings:
e Name of the host server where the filter is installed:
mx2.yourhost.domain
e Host server name from which the mail is received:
mx1.yourhost.domain



CHAPTER 3. INSTALLING
KASPERSKY ANTI-VIRUS

Before installing Kaspersky Anti-Virus for Linux and FreeBSD, you are advised to
make the following preparations for your system:

e Make sure your system meets the hardware and software requirements
listed in section 1.2 on page 8. If any recommended application has not
been installed yet, you are advised to install it, or else a part of the appli-
cation’s functionality will be unavailable.

e Make backup copies of configuration files of the mail system installed on
your server.

e Set up an Internet connection.
e Stop the mail server into which Kaspersky Anti-Virus will be integrated.

e Login to the system as root.

We advise that you install the application in off hours or when the mail traffic has
the lowest intensity!

3.1. Installing the application to a
server running Linux

Kaspersky Antivirus is distributed in two different installation packages (rpm or
deb).

To initiate installation of Kaspersky Anti-Virus from the .rom package, enter the
following on the command line:

# rpm -1 <distribution package filename>

To initiate installation of Kaspersky Anti-Virus from the .deb package, enter the
following on the command line:

# dpkg -i <distribution package filename>
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3.2. Installing the application to a
server running FreeBSD

The installation package of Kaspersky Anti-Virus is supplied in a .pkg package
for servers running the FreeBSD operating system.

To initiate installation of Kaspersky Anti-Virus from the .pkg package, enter the
following on the command line:

# pkg add <package name>

3.3. Installation procedure

If the installation process terminates with an error, please check that your
computer meets the hardware and software requirements (see section 1.2 on p.
8) and that you have logged in to the system as root.

To install the application on a server, follow the steps below:
1. Copy application files to server.
2. Install product key.

If the key is not installed, work with the application will be impossible. If
you have no product key at the time of installation (for example, if you
purchased the application via the Internet and have not received the key
by e-mail yet), you can install the key after the setup procedure but
before you actually start using the application.

Configure the keepup2date component.
4. Update the anti-virus databases.

Ensure that the anti-virus databases are updated after application
setup. The databases contain descriptions of all currently known
viruses and cure methods for infected objects. Scanning and
processing of files cannot be performed without the anti-virus
databases!

Automatic configuration of the application will not be performed if the
anti-virus databases are not installed.

5. Install the Webmin module.

The Webmin module for remote software management can be installed
correctly only if the Webmin application is located in the default
directory. After Webmin is installed, you will receive detailed instructions
on how to configure the module to work with the application.
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These steps are examined in more detail in the following sections.

3.4. Configuring the application

As soon as the product files are copied to the server, the installer initiates system
configuration. Depending upon the package manager being used, the
configuration procedure will be started automatically (e.g., RPM) or, if the
manager does not support interactive scripts, the administrator may have to do
that manually. In the latter case the installer will display an appropriate
notification.

The configuration procedure consists of the following steps:

e Searching for an installed mail server, and comparing its version with the
software requirements.

e Searching for the mail server configuration file, and modify it.

If additional information becomes necessary during configuration (e.g., the path
to the mail server's configuration file), the installer will issue requests for
information to the server’'s console. Entry of invalid answers will terminate the
process.

If these configuration steps finish successfully, the application is ready to work;
the installer will not produce additional notifications. The configuration file
bundled with the installation package contains all parameters required to start
operation.

Please make sure to restart the mail server before you begin using the
application.



CHAPTER 4. POST-
INSTALLATION SETUP

During installation, the system onto which you install Kaspersky Anti-Virus is
analyzed and some of the application’s configuration parameters are set
automatically to the most suitable values for the system (see section 4.1 on page
20).

Before you begin using the application, update the anti-virus databases if it has
not been done during the installation, and scan the server’s file systems for
viruses.

To begin working with the program, you need to do the following:

e Integrate Kaspersky Anti-Virus with the mail system installed on your
server (see section 4.4.5 on page 26).

e Create a list of protected users whose mail will be scanned for viruses
and disinfected, if necessary (see section 5.4.1 on page 45).

In addition, you are advised to set up Kaspersky Anti-Virus for joint operation
with the Webmin package.

This chapter describes the default settings of Kaspersky Anti-Virus and takes a
look at the configuration required to use the application.

Examples further demonstrate paths typical for Linux distributions.

4.1. Default application settings

All the parameters of Kaspersky Anti-Virus for Linux and FreeBSD are stored in
the default configuration file /etc/kav/5.5kav4mailservers.conf.

You can create your own configuration files.

Below you can find the default configuration file settings. Information about
additional settings that may be necessary to use the application are described in
another section (see Chapter 6 on page 49).

By default the Anti-Virus does not cure infected files: such files are deleted
without disinfection.
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ANTI-VIRUS PROTECTION OF THE SERVER’S MAIL TRAFFIC

Anti-virus protection of mail traffic is impossible until Kaspersky Anti-
Virus is integrated with the mail system. The settings explained below
determine the application’s operation by default once it has been
integrated with the mail system.

The [smtpscan.group:default] section of the kav4mailservers.conf
configuration file defines the presence of the default group, which
includes all the protected users of the mail server associated with no
special scanning rules. The group sets the following rules for anti-virus
scanning and processing of the mail traffic:

e Incoming and outgoing mail messages are scanned.

o |If infected mail messages are detected the application disin-
fects them.

Disinfected mail messages are delivered to the recipients and to
the group administrator (default address:
postmaster@localhost) along with notifications stating that the
messages contained viruses and were successfully disinfected.
Similar messages are sent to the senders of the messages.

If a message fails to be disinfected, it is deleted, and an
appropriate notification is sent to the recipient, the sender, and
group administrator.

All notifications regarding mail message scanning, disinfection,
deletion, quarantine etc. are by default sent from the MAILER-
DAEMON@)]ocalhost address.

e During anti-virus scanning of mail traffic, any suspicious or cor-
rupted files, and mail messages that cannot be scanned, are
deleted. Appropriate notifications are sent to the recipient, the
sender, and the group administrator.

e All actions taken by the application are logged in the report file.

Please note that the aveserver process must be running to enable anti-
virus scanning of mail traffic. If this process is disabled, all incoming mail
traffic is automatically queued for scanning and processing. Information
about this is saved in the application log file. See section 6.4 on page 60.

ANTI-VIRUS PROTECTION OF THE SERVER’S FILE SYSTEMS

The default settings for Kaspersky Anti-Virus are such that when the
kavscanner component is launched without any command line switches, it
recursively scans server file systems for viruses, beginning with the
current directory.
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If any infected, suspicious or corrupted files are found, corresponding
messages will be sent to the console and added to the report file.

4.2. Installing / updating the anti-
virus databases

You are advised to install/update the anti-virus database immediately after
installing the application.

To do so, please run the keepup2date component:
# /opt/kav/5.5/kavdmailservers/bin/keepup2date

The anti-virus databases will be downloaded from Kaspersky Lab’s update
servers and stored in the directory specified in the configuration file.

Experts at Kaspersky Lab recommend that you update the anti-virus database
every hour since efficient operation of the Anti-Virus requires its up-to-date
status. For more information regarding database updating refer to the sections
5.1.2 - 5.1.3 on page 30 - 30.

4.3. Using Webmin plug-in for
Kaspersky Anti-Virus
management

If you plan to control Kaspersky Anti-Virus remotely, it must be configured for
work with the Webmin utility.

For example, Webmin may be used for restricting access to the program by
setting user passwords. For further details regarding configuring Webmin, please
refer to the documentation supplied with it.

Anti-Virus settings modified remotely from Webmin are saved to the default
configuration file of the application.

If you wish to create an alternative configuration file using Webmin, you'll have to
perform the following actions:

e Copy the data from the existing configuration file to a new one, saving it
under a different name. Then modify the new (alternative) configuration
file as required.

e Specify the alternative configuration file name in the Full path to KAV
config parameter field of the Config edit tab.
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4.4. Manual integration with mail
systems

If the application has not been integrated automatically during its installation (see
section 3.4 on page 19), you can perform the integration procedure manually.

The integration procedure consists of configuring your mail system for work with
Kaspersky Anti-Virus (see sections 4.4.1-4.4.4 on pages 23-25), setting up the
application for work with the mail system (see section 4.4.5 on page 26) and start
of the e-mail system with new configuration.

Users whose accounts are employed to launch and operate the mail system
must have the rights to read configuration files of the respective mail system.

The following sub-sections contain the details of manual integration of Kaspersky
Anti-Virus with supported mail systems.

4.4.1. Integration with Sendmail

To configure Kaspersky Anti-Virus for work with Sendmail, the following steps
are required:

1. Copy sendmail.cf to the sendmail.cf.listen file.
2. In the new sendmail.cf.listen file create the following rule:

SParseLocal=98
R$* [tab_character]$#smtpscanner $@$1 $:51

e Add smtpscanner description in the file:

Msmtpscanner,

P=
/opt/kav/5.5/kavdmailservers/bin/smtpscanner,
F=PCXmnz9, S=EnvFromSMTP, R=EnvToSMTP,
E=\r\n, L=2040,

T=SMTP,

A=smtpscanner

3. Configure Kaspersky Anti-Virus as required for the integration (see
section 4.4.5 on page 26).

Add the following two processes to the start-up
scripts:

/usr/sbin/sendmail -bd -glOm -C \
/etc/mail/sendmail.cf.listen



24 Kaspersky Anti-Virus 5.5 for Linux and FreeBSD Mail Servers

/usr/sbin/sendmail -C /etc/mail/sendmail.cf

If Sendmail version 8.12 is used in configuration with submit.cf, add the following
processes to the start-up scripts:

/usr/sbin/sendmail -bd -glOm \
-C /etc/mail/sendmail.cf.listen
/usr/sbin/sendmail \

-C /etc/mail/sendmail.cf

/usr/sbin/sendmail -C /etc/mail/submit.cf

After Kaspersky Anti-Virus integration with Sendmail, use the kavsend-
mail.sh script included into the application package to start the mail system and
anti-virus scanning of e-mail messages.

4.4.2. Integration with Qmail

When Kaspersky Anti-Virus is integrated with Qmail mail system its smipscanner
component replaces the gmail-gueue program. To send messages or place them
in the queue, smipscanner calls the original gmail-queue program.

To configure Kaspersky Anti-Virus for work with Qmail, the following steps are
required:

1. Rename the qmail-queue file in the /var/qmail/bin/ directory to
queue.kav55.

2. Copy the gmail-queue file from the
lopt/kav/5.5/kav4mailservers/bin/ directory to the /var/gmail/bin
directory or create a symbolic link to that file.

3. Set the following permissions to access the gmail-queue and
queue.kav55 files:

16 —rws—x—x 1 gmailg gqmail 12688 Mar 24
13:56 queue.kavb5
316 -rwx—x—x 1 gmailg gmail 315612 Apr

14 11:29 gmail-queue

4. Configure Kaspersky Anti-Virus as required for the integration (see
section 4.4.5 on page 26).

5. Restart the mail system.
If your Qmail system uses the softlimit utility, you should either increase the

amount of available memory, or disable memory limitations. Otherwise difficulties
may be possible while scanning large e-mail messages.
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4.4.3. Integration with Postfix

To configure Kaspersky Anti-Virus for work with Postfix, the following steps are
required:

1. Add the following line to the Postfix mail system configuration file
main.cf:
content_filter = Imtp:localhost:10025

2. Add the following lines to the Postfix mail system configuration file

master.cf:

localhost: 10025 inet n n n -
10 spawn user=kluser
argv=/opt/kav/bin/smtpscanner

localhost: 10026 inet n - n - 10

smtpd -o content_filter= -o
myhostname=localhost

Create the /var/spoolffilter directory.

4. Create the kluser user, include the account in the filter group with
Ivar/spoollfilter specified as home directory.

5. Modify the rights to access the Ivar/spool/filter directory accordingly
and keep in mind that smtpscanner will work using the permissions
assigned for the kluser account:

mkdir /var/spool/filter
groupadd filter

useradd kluser -s /bin/false -d /var/spool\
/filter —-g filter

chown kluser.filter /var/spool/filter

6. Configure Kaspersky Anti-Virus as required for the integration (see
section 4.4.5 on page 26).

7. Restart the mail system.

4.4.4. Integration with Exim

To configure Kaspersky Anti-Virus for work with Exim, the following steps are
required:

1. Copy the configuration file, (as a rule, exim.conf) to exim.conf.listen.

2. Edit the exim.conf.listen file as follows:

e add these lines in the TRANSPORT CONFIGURATION sec-
tion:
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kav_lmtp transport:
driver = lmtp
command = /opt/kav/bin/smtpscanner

e define local mail delivery parameters in the ROUTERS CON-
FIGURATION section:

localuser:
driver=accept
transport=kav_ Imtp transport

set the parameters for remote mail delivery:

lookuphost:
driver=dnslookup
transport=kav_1lmtp transport

3. Configure Kaspersky Anti-Virus for the integration as required (see
section 4.4.5 on page 26).

4. Add the following two processes to the start-up scripts:

exim -glOm -bd -C /etc/exim/exim.conf.listen
exim -C /etc/exim/exim.conf

If you need to launch the smipscanner component on behalf of another user
account, compile the Exim mail system with altered values for the EXIM_GID and
EXIM_UID parameters. For more details please refer to the documentation
supplied with the Exim mail system).

After Kaspersky Anti-Virus integration with Exim, use the kavexim.sh script
included into the application package to start the mail system and perform anti-
virus scanning of e-mail messages.

4.4.5. Configuring Kaspersky Anti-Virus for
integration with a mail system

To integrate Kaspersky Anti-Virus with a mail system, the Anti-Virus settings
need to be configured, too.

Required settings are entered directly in the configuration file of the application.

To configure Kaspersky Anti-Virus for operation with a mail system, the following
steps must be performed:

e Specify the address to send notifications from:

NotifyFromAddress=<e-mail address>
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Define the mail receipt and delivery settings in the [smtpscan.general]
section. The parameters use the following syntax: protocol:host:port,

where:

protocol is the protocol, which will be used for mail sending
(smtp or Imtp)

host is the name of the host or its IP address, from which the
mail will be sent, or the name of the mail program.

port — port number (port 25 by default).

E.g., the line can look as follows:
smtp:localhost:25 or Imtp:(local.mail -I)

o For Sendmail:

ForwardMailer=smtp: (/usr/sbin/sendmail -bs \
-C /etc/mail/sendmail.cf)

o For Qmail:
ForwardMailer=gmail: (/var/gmail/bin/gmail-queue)
o  For Postfix:
ForwardMailer=smtp:localhost:10026
o  For Exim:

ForwardMailer=smtp: (exim -bs \
-C/etc/exim/exim.conf)

For the group of users specify the following settings in the
[smtpscan.group:default] section of the configuration file:

AdminAddress=<e-mail address>

AdminNotify=yes

In the [smtpscan.limits] section set the maximum scanning duration (in
seconds), e.g.:

MaxCheckTime=60



CHAPTER 5. WORKING WITH
KASPERSKY ANTI-VIRUS

With Kaspersky Anti-Virus you can organize complete antiviral protection of your
server from a file stored on the server for incoming and outgoing mail traffic,
including mail collected from external mail services.

Kaspersky Anti-Virus allows administrators to create management tasks for the
application. The tasks can be divided into three groups:

1. Update of the anti-virus databases used to scan for viruses and
clean any infected objects.

2. Antiviral protection of the server’s mail traffic.
3. Antiviral protection of the server’s file systems.

Each of these groups consists of more specific tasks that use particular functions
of the application. Further we shall discuss the most typical tasks, their
configuration and launch from the command line.

Before running tasks dealing with anti-virus scanning of mail, the aveserver
process must be launched if it was not started when the operating system
booted.

5.1. Updating Kaspersky Anti-Virus
databases

The application’s keepup2date component performs the essential function of
maintaining the current status of the anti-virus databases, which are used by
Kaspersky Anti-Virus while scanning for, and cleaning, infected objects. They
can be downloaded from Kaspersky Lab’s update servers, at these addresses:
http://downloads1.kaspersky-labs.com/updates/
http://downloads2.kaspersky-labs.com/updates/
ftp://downloads1.kaspersky-labs.com/updates/ , and other servers.

A full list of addresses from which updates can be downloaded, can be found in
the updcfg.xml file included in the application package. The list will be updated
automatically on a regular basis.

Manual editing of the updcfg.xml file is not allowed!
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During the updating procedure the keepup2date component accesses the list of
servers in this file, selects a server and attempts to download the anti-virus
databases from it. If the attempt to use the server for updating fails, keepup2date
repeats the process using the next address. After a successful update the
application restarts automatically by default (PostUpdateCmd parameter in the
[updater.options] section).

All settings for the keepup2date component are stored in the [updater.*]
sections of the configuration file.

If the structure of your LAN is rather complicated, you are advised to download
the anti-virus database updates to a network directory and configure other
network computers to copy the updates from that directory.

We strongly recommend that you update the anti-virus databases every hour!

The updating procedure can be scheduled using the cron service (see
section 5.1.2 on page 30), or the administrator may choose to run it manually
from the command line (see section 5.1.3 on page 30).

5.1.1. Database update from Kaspersky
Lab servers

The anti-virus databases can be updated from several sources.

To configure the program to download updates from one of Kaspersky Lab serv-
ers listed in a special file:

Assign the no value to the UseUpdateServerUrl parameter in the
[updater.options] section.

To configure the program to download updates from a user-defined server and
terminate updating if this server cannot be accessed:

Assign the yes values to the UseUpdateServerUrl and
UseUpdateServerUrlOnly parameters in the [updater.options]
section. Besides, the UpdateServerUrl parameter should contain the
updates’ server address.

To configure the program to download updates from a user-defined server and, if
that server is unavailable, try to update from servers listed in the keepup2date
component's file:

Assign the yes value to the UseUpdateServerUrl parameter in the
[updater.options] section; the UseUpdateServerUrlOnly parameter
should be assigned the no value. Besides, the UpdateServerUrl
parameter should contain the updates’ server address.
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5.1.2. Scheduling anti-virus database
updates using cron

You can schedule regular automatic anti-virus database updates using the cron
service.

Task: set up automatic daily anti-virus database updating scheduled to run every
3 hours. An update server should be selected randomly. The aveserver process
must be automatically restarted after the database update. Only update errors
should be recorded in the system log. Keep a general log of all runs of the task.
Output no information to the console.

Solution: in order to accomplish the task, do the following:
1. Define the appropriate values in the application configuration file, e.g.:

[updater.options]
KeepSilent=yes
[updater.report]
Append=yes
ReportlLevel=1

2.  Run the following command

# crontab -e

and modify the file, which defines rules for the cron daemon, adding the
following line:

0 */3 * * * /Jopt/kav/5.5/kavdmailservers/bin/keepup2date

5.1.3. Manual updating of the anti-virus
databases

An update of Kaspersky Anti-Virus databases can be initiated from the command
line at any time.

Example

Start the update procedure for the anti-virus databases and report the
results in the /tmp/updatesreport.log file.

To perform the task, you should launch the keepup2date component from the
command line as follows:

# keepup2date -1 /tmp/updatesreport.log
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5.1.4. Creating and using a local source of
updates

To ensure that updates to the anti-virus databases are distributed correctly from
a shared network directory in your LAN to local computers, the structure within
the network directory must be identical to the structure of Kaspersky Lab’s
update servers.

Example:

Create a network directory to be used as a source of updates by LAN computers.
To accomplish the task, perform the following steps:

1. Create alocal directory.
2. Launch the keepup2date component:

# keepup2date -u rdir
where rdir stands for a complete path to the created directory.

3. Grant computers on the LAN network access to that directory.

Downloading of updates from a network directory is only supported in
Kaspersky Lab applications of versions 5.0 and 5.5.

If you need to update anti-virus databases on several computers, you can
configure distribution of updates from a network directory. Such approach allows
you to avoid multiple downloads of the same databases from the Internet.
Instead, you can download them once to a public directory which other
computers will use then as a source.

Example:

Configure updating of the anti-virus databases from the /mnt/bases local
directory. If the directory is inaccessible or empty, the databases should be
updated from Kaspersky Lab servers. Updater operation results must be
recorded to the event log.

To accomplish the task, you should perform the following steps:
1. Define the following settings in the configuration file:

[updater.options]
UpdateServerUrl=/mnt/bases
UseUpdateServerUrl=yes
UseUpdateServerUrlOnly=no

(or use the -g /mnt/bases option)
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2. Launch the keepup2date component as follows:

# keepup2date -1 /tmp/report.txt

5.1.5. Updating the anti-virus databases via
a proxy server

Example:
Set up updating of the anti-virus databases through a proxy server.

To accomplish the task, you should perform the following steps:

2. Assign the value yes to the UseProxy parameter in the
[updater.options] section of the configuration file.

3. Ensure that the ProxyAddress parameter in the [updater.options]
section of the configuration file contains a valid proxy server address.
The address must be specified in the following format:
http://lusername:password@ip_address:port. The ip_address and
port values are obligatory while username and password have to be
specified only in cases, when the proxy requires authentication.

or:

1. Assign the value yes to the UseProxy parameter in the
[updater.options] section of the configuration file.

2. Specify the http_proxy environment variable in the following format:
http://username:password@ip_address:port. This variable will be
taken into account only if the UseProxy parameter in the
[updater.options] section is either missing or set to yes.

5.2. Antiviral protection of the
server’s mail traffic

Anti-virus filtering of mail traffic, either incoming, outgoing, or in transit, is the
chief task of Kaspersky Anti-Virus. It is implemented by the smtpscanner
component.

This component protects users against infected mail messages, and delivers
clean and disinfected messages to them with notifications regarding every
message check-up.
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The option of additional filtering according to the type of the attachment makes it
possible to decrease the server load during mail traffic processing.

All the settings of the smtpscanner component are grouped in the [smtpscan.*]
sections of the kav4dmailservers.conf configuration file.

The most typical tasks for antiviral protection of mail traffic are reviewed in the
following sections.

Please keep in mind that the aveserver process must be running to enable anti-
virus scanning of mail traffic.

5.2.1. Delivering clean and disinfected
messages

This method of configuring Kaspersky Anti-Virus is used when you do not intend
to divide the users into groups of senders and recipients. This is convenient, for
example, when you need to deliver only clean and disinfected mail messages for
all server accounts.

Example:

e Scan the entire mail traffic of the server for viruses and clean all infected
messages.

e Delete infected messages that cannot be cleaned.
e Deliver disinfected messages to the recipients.

¢ Notify senders, recipients, and administrators about disinfected, deleted,
suspicious, and corrupted messages, as well as messages that cannot be
checked. Attach unchanged infected objects to the administrator’s notifi-
cations.

e Record all actions in the /tmp/report.log file.
Solution: to accomplish the task:

1. Set the following parameters for the default group:

[smtpscan.group:default]
Check=yes
AdminAddress=<e-mail address>

AdminNotify=yes
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AdminAction=unchanged
SenderNotify=yes
RecipientNotify=yes
RecipientAttachReport=yes
RecipientAction=remove
CuredRecipientNotify=yes
CuredRecipientAttachReport=yes
CuredRecipientAction=cured

Please refer to section 6.1.3 on page 52 for detailed description of
actions over messages.

The Sender*, Recipient* and Admin* parameters define the rules for
processing all object types except for objects with the status Clear. Any
rules set for a certain object have higher priority. Thus, in this example all
the object types will be removed from the recipient's mails
(RecipientAction=remove), except for the Cured object
(CuredRecipientAction=cured).

2. Configure logging of the component work results to the /tmp/report.log
file:

[smtpscan.report]
ShowOk=yes
ReportFileName=/tmp/report.log

ReportFilePermission=0660

5.2.2. Delivery of all messages

In some situations, all messages must be delivered to a certain user group,
including infected ones.

Example:
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Scan all mail traffic for viruses.

Clean any infected messages for all users except for those included in the
urgent group.

Move mail messages that fail to be disinfected, as well as suspicious and
corrupted mails, to the Quarantine directory for all users except those in-
cluded in the urgent group.

Notify senders, recipients, and administrators about blocked, disinfected,
deleted, suspicious and corrupted messages, as well as about messages
that fail to be checked. Attach unchanged infected objects to the adminis-
trator’s notifications.

Deliver all messages, including infected ones, to the recipients in the ur-
gent group, with obligatory notification about possible virus infection.

To accomplish the task:

1.

Specify the following configuration settings for the default group:

[smtpscan.group:default]
Check=yes
QuarantinePath=/var/db/Quarantine
Quarantine=yes
InfectedQuarantine=yes
SuspiciousQuarantine=yes
CorruptedQuarantine=yes
ErrorQuarantine=yes
ProtectedQuarantine=yes
AdminAddress=<e-mail address>
AdminNotify=yes
AdminAction=unchanged
SenderNotify=yes
RecipientNotify=yes
RecipientAttachReport=yes
RecipientAction=remove
CuredRecipientNotify=yes
CuredRecipientAttachReport=yes

CuredRecipientAction=cured
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Please refer to section 6.1.3 on page 52 for detailed description of
actions over messages.

2. Set the urgent group configuration in the following way:

[smtpscan.group:urgent]
Check=yes

Quarantine=no
AdminAddress=<e-mail address>
AdminNotify=yes
AdminAction=unchanged
SenderNotify=yes
RecipientNotify=yes
RecipientAttachReport=yes

RecipientAction=unchanged

5.2.3. Delivery of messages containing
password-protected archives

E-mail messages quite frequently contain an attachment including a password-
protected archive. Kaspersky Anti-Virus does not cure infected files inside
password-protected archives. Therefore by default the application delivers
messages with password-protected archives without scanning. In such cases,
the Anti-Virus generates a message notifying that the archive has not been
scanned. By default, the notification is delivered to message recipient and the
administrator.

To disable notification about delivery of an unchecked archive:

e Assign no to the ProtectedRecipientAttachReport parameter in the
[smtpscan.group:default] section of the application configuration file.
That will disable delivery of notifications to recipients.

e Assign no to the ProtectedAdminNotify parameter in the
[smtpscan.group:default] of the application configuration file. That will
disable delivery of notifications to group administrator.

5.2.4. Blocking message delivery

Usually, the administrator has to block the delivery of some messages.
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One such situation is when a mail message containing important data is
suspected of being infected by a virus. The data might get lost during
disinfection. In this situation the mail message should be isolated and, for
example, sent to Kaspersky Lab’s experts for analysis.

Task:

e Scan the entire mail traffic of the server for viruses and clean all infected
messages.

e Block the delivery of infected, suspicious, corrupted, and password-
protected messages, as well as those that cannot be scanned.

e Deliver only clean or disinfected messages to the recipients.

¢ Notify senders, recipients, and administrators about blocked, disinfected,
deleted, suspicious, and corrupted messages, as well as about messages
that cannot be checked. Attach unchanged infected objects to the admin-
istrator’s notifications.

Solution: to accomplish the task:

Define the following settings in the kav4mailservers.conf configuration file:

[smtpscan.group:default]
Check=yes
QuarantinePath=/var/db/Quarantine
Quarantine=yes
InfectedQuarantine=yes
SuspiciousQuarantine=yes
CorruptedQuarantine=yes
ErrorQuarantine=yes
ProtectedQuarantine=yes
AdminAddress=<e-mail address>
AdminNotify=yes
AdminAction=unchanged
SenderNotify=yes
RecipientNotify=yes
RecipientAttachReport=yes
RecipientAction=remove
CuredRecipientNotify=yes
CuredRecipientAttachReport=yes

CuredRecipientAction=cured
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Please refer to section 6.1.3 on page 52 for detailed description of actions over

messages.

5.2.5. Complementary filtration of
messages by attachment types

Quite often, mail messages have attachments that have a serious chance of
containing a virus (e.g., .exe files). In order to prevent infection experts at
Kaspersky Lab recommend filtering mail traffic by the name and/or type of such
objects, and relocate the attachments to a separate directory for further analysis.

Task:

e For the users group:

Scan the group’s mail messages for viruses.

Filter out any .exe files attached to mail messages. Quarantine
these separated files.

Clean any infected mail messages. If the attempt to disinfect an
object fails, delete it from the message, but deliver it unchanged
to the group administrator.

Notify the group administrator and the recipients about quaran-
tined objects.

Notify the administrator, the senders, and the recipients about
deleted, infected, corrupted, and password-protected objects,
and about messages that cannot be scanned.

e For all other recipients:

Scan all mail traffic for viruses, and clean all infected mes-
sages.

Quarantine infected messages that cannot be cured, suspicious
and corrupted messages and objects, and any objects that fail
to be scanned.

Deliver disinfected messages to the recipients.

Deliver password-protected files to the recipients with notifica-
tion regarding their possible virus infection.

Notify the senders, the recipients, and the administrator about
deleted, infected, corrupted, and quarantined messages, and
about messages that cannot be scanned. Attach unchanged
objects of all types to the administrator’s notifications.
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In order to accomplish the task, do the following:

1. Define the following configuration settings for the users group:

[smtpscan.group:users]

Check=yes
QuarantinePath=/var/db/Quarantine
Quarantine=yes
AdminAddress=<e-mail address>
AdminNotify=yes
AdminAction=unchanged
SenderNotify=yes
RecipientNotify=yes
RecipientAttachReport=yes
RecipientAction=remove
FilterByName=.*\.exe$
FilteredQuarantine=yes
FilteredRecipientNotify=yes
CuredRecipientNotify=yes
CuredRecipientAttachReport=yes
CuredRecipientAction=cured
ProtectedRecipientNotify=yes
ProtectedRecipientAction=unchanged
ProtectedRecipientAttachReport=no
ProtectedSenderNotify=no
ProtectedAdminNotify=no

Please refer to section 6.1.3 on page 52 for detailed description of
actions over messages.

2. Define the following configuration settings for the default group:

Check=yes
QuarantinePath=/var/db/Quarantine
Quarantine=yes
InfectedQuarantine=yes
SuspiciousQuarantine=yes
CorruptedQuarantine=yes
ErrorQuarantine=yes

AdminAddress=<e-mail address>
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AdminNotify=yes
AdminAction=unchanged
SenderNotify=yes
RecipientNotify=yes
RecipientAttachReport=no
RecipientAction=remove
ProtectedRecipientNotify=yes
ProtectedRecipientAttachReport=yes
ProtectedRecipientAction=unchanged
CuredRecipientNotify=yes
CuredRecipientAttachReport=yes

CuredRecipientAction=cured

Please refer to section 6.1.1 on page 50 for details regarding creation of the list
of user groups.

5.3. Anti-virus protection of file
systems

Server file systems are protected against viruses by the kavscanner component
which scans server files for viruses, and processes infected and/or suspicious
objects in accordance with the defined settings. The processing may be either
purely informational (information sent to an event log and the server console, or
to the administrator), or it may modify the object (disinfection, relocation to
quarantine, or removal).

All the settings of the kavscanner component are grouped in the [scanner.*]
sections of the kav4mailservers.conf configuration file.

Single on-demand scan of your server file systems may be invoked from the
command line or scheduled using the standard cron service. The range of the
file system to be scanned can be specified, from the whole file system or down to
individual directories or files.

Scanning a whole server for viruses is a resource-consuming task. Please keep
in mind that while it is running, the server's overall performance drops, and
therefore running any other processes at the same time is not recommended. To
avoid these problems, you are advised to scan individual directories instead.
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5.3.1. On-demand scanning

Kaspersky Anti-Virus enables scanning for, and disinfection of, files in a specified
server directory.

Task: start recursively scanning of the /tmp directory, automatically disinfecting
all infected objects. Objects which cannot be disinfected are to be deleted.

The results of component activity (start date, detailed information about all files
except for those containing no viruses) are to be stored in a log file kavscanner-
<current_date>.log in the same directory.

Solution: in order to accomplish the task you should start the kavscanner
component in the command line as follows:

# kavscanner -Rlg -okavscanner-'date +%F .log -i3\ -
ePASBME -j3 -mCn /tmp

If the scanning procedure reveals an infected object inside an archive, the whole
archive will be deleted!

5.3.2. Scheduled directory scans using
cron

The standard Unix scheduling cron service can be used for regular scanning of a
specified directory.

Task: schedule daily scanning for virus presence to start at 0 hrs. 00 min. in the
/lhome  directory, using scanning parameters defined in the
/etc/kav/kavscanner.conf configuration file.

Solution: to accomplish the task, perform the following steps:

1. Create the /etc/kav/kavscanner.cron configuration file with all the
required scanning parameters.

2. Run the following command
crontab -e

and modify the file which sets the tasks for cron daemon adding to it the
following line:

0 0 * * */opt/kav/5.5/kavdmailservers/bin\
/kavscanner -c /etc/kav/kavscaner.conf /home
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5.3.3. Advanced options: using scripts

Kaspersky Anti-Virus enables additional processing of objects which have
passed through anti-virus analysis, by using standard Unix/Linux commands and
scripts. These tools allow experienced administrators to extend the functionality
of Kaspersky Anti-Virus by defining different actions to be applied to objects of
different status.

5.3.3.1. Cleaning infected archives

Disinfection of archives requires the presence of installed archivers for
operations with them.

Kaspersky Anti-Virus does not perform disinfection of compressed infected files;
it just discovers suspicious and infected objects inside archives. However, this
capability can be implemented using an additional script. Please see below an
example illustrating disinfection of tar, rar, tgz and zip archives using the vox.sh
script, which is included in the distribution package of Kaspersky Anti-Virus.

Task: scan all tar and zip archives accessible on a server and attempt
disinfection of all the infected objects they contain using the vox.sh script. Use
letc/kav/kavscanner.conf.in as a configuration file, where script use for
disinfection of archives should be specified prior to the scanning procedure.

List all infected objects with their full paths in the /tmp/infected_archive.lst file.
Store a report of the component's activity in the /tmp/lodfile.log file.

Solution: in order to accomplish the task, do the following:
1. Create an alternative kavscanner.conf.in file.

2. Define the rules for processing infected objects in the
[scanner.container] section of that file:

OnInfected=exec /opt/kav/5.5/kavdmailservers\
/contrib/vox.sh $FULLPATH%/$FILENAMES

3. Run the kavscanner component as follows:

# kavscanner -c kavscanner.conf.in —-ePASE —gR\
-0 /tmp/logfile.log —-3j3\
-pi/tmp/infected archive.lst /

5.3.3.2. E-mail notification of administrator

Standard Unix/Linux tools can be configured to notify the administrator about
infected, suspicious or corrupted files discovered within server file systems.
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Task: configure notification of the administrator about infected files and archives
discovered in the server file system during each server scanning performed in
accordance with the parameters defined in the application configuration file.

Solution: in order to accomplish the task, do the following:

Define the rules for processing simple objects and container objects in the
application configuration file:

[scanner.object]

OnInfected=exec echo %FULLPATH%/%FILENAMES% is\
infected by $VIRUSNAMES | mail -s kavscanner\
admin@<e-mail address>

[scanner.container]

OnInfected=exec echo archive $%FULLPATHS%/$FILENAMES\
is infected, viruses list is in the attached file\
$LIST% | mail -s kavscanner -a %LIST% \

admin@<e-mail address>

5.3.4. Moving objects to Quarantine

Kaspersky Anti-Virus can be configured to move all infected objects found within
the server’s file system to Quarantine.

Such an approach can be used, for example, if during the antiviral scanning of a
directory an infected file containing important data is detected. Since part of the
data may get lost during disinfection, an appropriate approach may be to isolate
the infected object in Quarantine for subsequent sending to Kaspersky Lab for
analysis. Suspicious objects should be quarantined, too.

If you intend to keep the Quarantine directory within the server’s file system, we
advise that you exclude it from the target area for subsequent scans by
specifying its full path in the ExcludeDir parameter of the application
configuration file. Quarantined files are stored in encrypted form being thus
unable to harm the computer file system.

Task: scan all the objects listed in the /tmp/download.ist file, moving any infected
objects with their full paths to the /tmp/infected directory. Use heuristic code
analysis. Disable recursive scanning. Record information about infected,
suspicious, and corrupted objects to the event log.

Solution: in order to accomplish the task, do the following:

1. Define the following actions to be performed on infected objects in the
[scanner.object] and [scanner.container] sections of the configuration
file:

OnInfected=movePath /tmp/infected
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2. Disable the disinfection mode (Cure=no) if it was enabled.
3. Run the kavscanner component as follows:

# kavscanner -@/tmp/download.lst -ePASBME -rqg\
-i0 -o /tmp/report.log -j3 -mCn

Please refer to section 6.2.3 on page 58 for details on actions over files.

In order to define several actions in a rule for processing of infected objects,
enumerate them using the «;» character as a separator (please see the example
below).

Example:

Access to the files within the /tmp/infected directory must be restricted to
their reading and writing.

The task should be accomplished using standard Unix tools (chown and chmod
commands). Modify the rule for processing of infected objects in the
[scanner.object] and [scanner.container] sections (please see above) of the
configuration file as follows:

OnInfected=exec mv $FULLPATH%/%FILENAMES%\
/tmp/infected/%$FILENAMES; chmod -x\
/tmp/infected/$FILENAMES

5.3.5. Backup of processed objects

If infected files are automatically deleted as the default action for infected files,
valuable data may be lost. Data are also at risk during disinfection. To avoid this,
Kaspersky Anti-Virus offers the option to copy infected files to a backup storage
directory.

Prior to an object’s disinfection or removal, the application can be configured to
automatically copy it to the backup storage directory, specified by the
BackupPath parameter in the [scanner.path] section. It allows you to preserve
a backup copy (and restore the original file, if necessary) if a file gets damaged
during disinfection. Files are stored in an encrypted form. Subsequent recording
of the same file to backup storage automatically replaces its earlier copy with a
newer one.

By default the backup mode is off and the path to the for backup storage
directory is not defined. The path must be specified in the configuration file to
enable backup mode.

If an object is removed, its backup copy will be preserved until it is deleted by the
administrator.
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5.4. Product key management

A product key entitles you to use the application and also contains data
pertaining to the purchased product, such as key type, expiration date, the
number of protected users or protected traffic volume (depending on the key
type), information about the distributors, etc.

During the period of key validity you are entitled to the following services:
o twenty-four-hour technical support;
e hourly updates of anti-virus databases;
e application updates (patches);
e new application versions (upgrades);
e timely notifications about new viruses.

When the key expires, these services are discontinued automatically. Kaspersky
Anti-Virus will continue scanning server file systems and mail traffic but it will use
only the anti-virus databases which were current when the license expired, as
the function of anti-virus database updating will become unavailable. The
administrators will be notified about the expiry of the license.

It is essential therefore to review regularly the information in the key and control
the date of its expiration.

5.4.1. Licensing mechanism

Kaspersky Anti-Virus 5.5 uses a new licensing technology. During installation on
a server the administrator has to specify a list of domains for which the
application should protect the e-mail. Licenses may be issued:

e for a certain volume of scanned traffic,
e for a certain number of protected user accounts.

In the first case the licensed traffic will include the total amount of messages
which the application received, scanned and assigned the Clean status to (i.e.
contained no viruses).

In the second case the application will view as a licensed user any sender and/or
recipient of an uninfected message scanned by the application.

The application will notify the administrator 14 days before the key expires. The
notification will be sent once every 24 hours and during each application restart.
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An identical notification mechanism is provided for cases of key expiry, and when
email traffic exceeds the licensed traffic volume.

However, if the traffic volume exceeds the licensed volume by more than 10
percent, a corresponding notification will be sent to the administrator each time
the application detects a message with a status other than Clean.

Correct functioning of the licensing mechanism requires the following actions:

Define the LicenseDomain parameter in the [smtpscan.license]
section. The parameter determines the masks of protected domains.
The value of the parameter must include all mail domains protected by
Kaspersky Anti-Virus. Domain names must be specified in POSIX
regexp format, listed in a single line, delimited with commas.
Please note that the "." character has its own meaning in POSIX regexp format,
so it should be entered after "\" characters.

5.4.2. Viewing the product key information

Information about installed license keys can be reviewed in the event logs
produced by the kavscanner, kavmonitor and keepup2date components, since
each of them loads the information from the keys when they are launched.

Moreover, Kaspersky Anti-Virus contains a special licensemanager component,
which allows you to review more detailed information about the keys together
with some analytical data.

For example, if you have purchased Kaspersky Anti-Virus with a license based
on the MAIL TRAFFIC VOLUME, the licensemanager component will enable you
to keep track of used traffic volume and will inform you about the amount (in Mb)
of licensed mail traffic currently remaining.

You can also view information about the amount of traffic processed during the
day (by hours) and thus see when the load reaches its maximum. This
information may be useful if, for example, you experience any problem with the
application and wish to consult technical support.

If you purchased the application with a license based on the NUMBER OF
USERS, you can view the total number of purchased product keys.

All of the above information can be output to the server’s console.

In order to review information about all product keys, run the licensemanager
component using the command line:

# licensemanager -s
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The component will return information about installed keys, similar to the
following:

Kaspersky license manager Version 5.5
Copyright (C) Kaspersky Lab. 1998-2005.

License file 00O03D3EA.key, serial 0038-000419-
0003D3EA, "Kaspersky Anti-Virus for Unix Mail
Server", expires 04-07-2003 in 28 days

License file 0003E3E8.key, serial 011E-000413-
0003E3E8, "Kaspersky Anti-Virus for Unix Mail Server
(license per e-mail address)", expires 25-01-2004 in
234 days

In order to review the information about a specific license key, launch the li-
censemanager component indicating the key file name by entering, for example,
the following in the command line:

# licensemanager -k 0003D3EA.key

Information similar to the following will be output to the console:

Kaspersky license manager Version 5.5
Copyright (C) Kaspersky Lab. 1998-2005.

Serial 0038-000419-0003D3EA, "Kaspersky Anti-Virus
for Unix Mail Server", expires 04-07-2003 in 28 days

In order to view information regarding licensed mail traffic or the number of pro-
tected users, launch the licensemanager component with the -i option in the
command line:

licensemanager -i

Information similar to the following will be output:

If the license is based on the NUMBER OF USERS:

Kaspersky license manager for Linux. Version
5.5.0/RELEASE #68

Copyright (C) Kaspersky Lab, 1997-2005.
Portions Copyright (C) Lan Crypto

License users units: 5
Users units used: 0

Users units left: 5

If the license is based on the MAIL TRAFFIC VOLUME:

Kaspersky license manager Version 5.5
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Copyright (C) Kaspersky Lab. 1998-2005.

Daily traffic statistic(Bytes):
0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0
License traffic units: 10 (MB)

Traffic units used: 0 (MB)

Traffic units left: 10 (MB)

5.4.3. Key validity extension

Extension of your key for Kaspersky Anti-Virus extends or restores complete
application functionality, including additional services listed in section 5.3.5 on
page 44.

In order to extend the validity of your key for Kaspersky Anti-Virus you'll need to:

contact the company from which you purchased the application and
acquire an extension for your Kaspersky Anti-Virus key.

or:

extend the key validity directly through Kaspersky Lab by sending an
email message to the Sales Department (sales@kaspersky.com), or fill in
the appropriate form at the E-Store> Renew Your License section of
our site (www.kaspersky.com). After payment you will receive a product
key sent to the e-mail address indicated in your order form.

The new key must be installed. To do so, copy it to the directory assigned for
keys storage, and specified by the LicensePath parameter of in the [path]
section of the configuration file, and restart the server.

After this, you are advised to update your anti-virus databases (see section 5.1
on page 28).



CHAPTER 6. ADVANCED
SETTINGS

This section describes some advanced settings of Kaspersky Anti-Virus. Unlike
the required settings made during installation process (see Chapter 4 on page
20), without which the product cannot be used, advanced settings are used at
the administrator’s discretion to extend the application’s functionality and tailor it
to fulfill particular business needs.

Kaspersky Anti-Virus performs anti-virus scanning based on its settings in the
kav4mailservers.conf configuration file. You can edit the file.

6.1. Setting up antiviral protection
of mail traffic

When scanning mail traffic for viruses, the main criteria used to select rules for
processing mail messages are the sender’'s and the recipient's addresses, and
the parameters of the group they are part of. Therefore, it is of utmost importance
that the addresses are placed in the proper groups.

Whether or not a message belongs to a certain group is determined by the
presence of both the sender’s and the recipient's address in that group. The
program looks through the group’s address list and searches for both addresses.
When the combination of these two addresses (sender-recipient) is detected in
the group under analysis, the message is processed according to the rules for
this group.

The presence of a line with the address of a message in the group is checked
according to POSIX regex.

By default, the configuration file includes the [smtpscan.group:default] group,
which defines the rules of processing mail messages. Since the group initially
contains no names of senders or recipients, the rules described in it are applied
to all messages. You can change the parameters of the default group or create
new groups.

If other groups have been added to the configuration file (see section 6.1.1 on
page 50), the sequence of mail message processing will be as follows:

e The program checks if the sender and recipient addresses belong to the
groups defined by the administrator. If the message addresses belong to
an existing group, this message will be processed according to the rules
of that group.
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e If the addresses of the sender and the recipient of the processed mes-
sage fall into several groups, the program will use the parameters of the
first one.

e If these addresses are not part of any address group defined by the ad-
ministrator, then the message will be processed according to the rules
specified in the default group.

Incoming message

Does
the address belong
o the group 12

Group 1 setlings
are applied to the
message

Does
the address belong
o the group M2

Group M settings
are applied to the
meassage

Default group settings
are applied to the
message

Figure 4. Mail message processing

6.1.1. Forming user groups

By default, the configuration file of Kaspersky Anti-Virus contains the
[smtpscan.group:default] group including all the server's senders and
recipients. It uses the following rules for mail message processing:

e Check all messages.

e Clean all infected files that are detected.
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