Kaspersky Administration
Kit 8.0

REFERENCE GU

APPLICATION VERSIGNC

KAJPZR{KY 2



Dear User!

Thank you for choosing our product. We hope that this documentation will help you in your work and will provide answers
regarding this software product.

All materials may only be duplicated, regardless of form, or distributed, including in translation, with the written permission
of Kaspersky Lab.

This document and graphic images related to it can be used exclusively for information, non-commercial or personal
purposes.

The document can be modified without prior notification. For the latest version of this document refer to Kaspersky Lab's
website at http://www.kaspersky.com/docs.

Kaspersky Lab shall not be liable for the contents, quality, frequency of updates, or accuracy of materials used in this
document that belong to other individuals or entities, including liability for any potential losses associated with the use of
these materials.

This document involves the registered trademarks and service marks which are the property of their respective owners.
Revision date: 9/14/09

E 1 92008 Kaspersky Lab ZAO. All Rights Reserved.

http://www.kaspersky.com
http://support.kaspersky.com/



http://www.kaspersky.com/docs
http://www.kaspersky.com/
http://support.kaspersky.com/

CONTENTS

KASPERSKY ADMINISTRATION KIT ... iiiteiiiiieeiiiieeesitieessteteesstteaeassteeessssaeeesssseeeaassseesasseeesasseeesssssseesnsseeessnssseesssseeeans 8
DI (] 10 (o] gl o F= ol = Vo [T ST PTPRPPUPRR P 8
SEIVICES fOF TEQISIEIEU USEIS ...eiiii ittt e e e e ettt e e e e e e ettt e e e e e e e e — e et e e e e e e sttt e e eeeeeee s s sbbeeeaaeeesaasssseeeeeeeaaaatraneeeeeaans

Obtaining information about the application
Data sources for independent research

Contacting the TechniCal SUPPOIT SEIVICE ........uuiiiiiiiieieee et 10
Discussion of Kaspersky Lab's applications in web forum ...........ccccoiiiiiii e 11
Purpose of the document
Application features ...........cccecvvvveeeciiinnnnen,
Hardware and SOftWAre FEOUITEIMENTS .......ciiuiiiiiiii ettt ettt e e st e e st et e s b e e e e asbr e e e ann e e e s nsneeeeanrneeenanee 12
F Y o] o [[or= 1 io ] ] 1 0 [ox (1] £ PP P R PUPPPPUPRRN 14
WIS NMBW ...ttt e et h ekt h e ekt e bt ekt e bt e ek et e ket 4ok et e bt e e b e e e bt e he e et e R b a e nan e e 14
LAUNCHING THE APPLICATION ..ottt ettt e e st e st e st e et e et et e be e et e e e be e et e ennee e e 17
QUICK START WIZARD ...ttt ettt ettt ettt h ettt b e e be e e bt e ek bt e ek bt e eh bt e ah bt e e b b e e ebb e e ebbeeabb e e shbeesabeesrbeesnbeesnbeennree s 18
5] (] oI Ao Lo [T g To - T 0T L RS TRI
Step 2. Network Discovery
Step 3. Configuring NOLIfICALION SEHINGS ... .eiiueeiee ittt et e e et e e e seee e e sbeeeeaasteeessneeeesnraeeeaas 22
Step 4. Configuring anti-ViruS PrOTECTION .......coiueiiiiiieee ittt e e a et e s b e e e sb et e e s e e e naneeas 22
Step 5. DOWNIOAAING UPAALES .......eieiiiiieiiiiee ettt ettt e e e h et e e e a bt e e et et e s esne e e e et b e e e ssbe e e e nnnneas 24
Step 6. COMPIELING ThE WIZAIT ..ottt ettt et e e e ettt e e snbee e e s tbeeeeanteeeesnneeeesnnaeeeans 25
MANAGING ADMINISTRATION SERVERS ...ttt sttt sttt e s et e anee e 26
CONNECHNG TO SEIVET ...eeeieiiiit ettt ettt e et ettt e e e sttt e o b et e e ek bt e e aa b et e oo s b et e e ah b et e e eab e et e e s ne e e e asbr e e e ansbe e e e nnneeas 26
The utility for selecting the Administration Server service account (KISTVSWCR) .........coiiiiiiiiiiiiiniiiee e 28
DISCONNECTING FIrOM SEIVEN ... . ettt ettt e e oottt e e e e e e h bbbttt e e e e e e ab b b et e e e e e e s nbbbeeeeeeeeannbbrneeeeens 29
SWILCHING DEIWEEN SEIVEIS.....coii ittt e ettt e e e e e o bbbttt e e e e e o e hbbe et e e e e e e e e abbb e e e e e e s aannebeeeaaeeaanas 30
Adding & SErVEr t0 the CONSOIE trEE.......eei ittt e et e e ettt e st e e e st et e s anbneeenanee 30
Granting MghtS t0 USE @ SEIVET ......cciiiiiiiitiee ettt et e e et eab et e e e a b et e e ekt e e s e s et e e anbb e e e asbe e e e nnneeas 31
Removing a Server from the CONSOIE trEE.........oiiiiiiiie et e et 33
Viewing and changing Administration SErver SEHNGS ..........ueiiii it breeeee s 33
Configuring Administration Server settings ..................
General guidelines for relocation of computers
Compatibility with Cisco Network Admission Control (NAC) ......coeiiiiiiiiiiee ettt 52
Configuring Integration with Cisco Network Admission Control (NAC)........ocuuiiiiiiaiiiieeeee e 54
LI Ui O3 10 T OO OP ST PP

Slave Administration Servers

AAING 8 SIAVE SEIVET ...ttt e e e e bt a bt e e s bt e e e bbbt e e nbe e e e sn b b e e e abb e e e e nneeas
Configuring the connection of the slave Server to the Master SEIVEr .........ccccviiiiie e 56
Viewing administration groups of a slave AdmIniStration SEIVET ............cooio it 58
Connecting to the Administration Server Via INTEINEL...........ooo it e e e 58
MANAGING ADMINISTRATION GROUPS ......coiiiiiiiiiiiiiiieiee ettt e e e e e e et e e e e e e e e eaaaees 60
Adding, MoviNg and deletiNg & GrOUD .....ccoiureiiiiiiie ittt e e e sttt e bt e e sbe e e e e abb e e e e anbe e e e s nbbeeeeanbneeennnee 60

Creating the structure of adminNiSIratioON GrOUPS .......ciiiiutiiiiiee ettt e e e et e e e e e s aabb e e eeaeeesaannnbreeeaaeeaanns

The structure of groups based on the Windows network domains and workgroups

Group structure based 0N ACtIVE DIr€CIOIY........cuueveiiiiiiiiiiiie e




REFERENCE GUIDE

Group structure based on the content of the teXt file...........ueiviiiiiiiii e 67
Viewing information @DOUL GIOUDS .........ueeiiiriee et e sttt e st e e et et e et e e s s e e e abn et e e annn e e e s nnreeeeannneeenanee
Viewing and Changing groUP SELHINGS .....ccoiurieiiiiieeiiieee et e et e et e e st e e e s e e e e snr e e e e atb et e s aneeeesnnreeesanrneeennnee

General settings ........vevveeeeiiiiiiiieeeeeeis

Granting rights to work with a group

Conditions that determing COMPULET STATUS ..........uviiiiiiiiiiiiiiee e e e e s et e e e e e e st ee e e e e e e s etbrareeaeeesansannnes 73

Monitoring of ClIENt COMPULET GCTIVILY .......eeeiiiiieiiiiie ettt e s e e e e s nn e e e e annreeenanee 75

Automatic installation of applications 0N ClIENt COMPUIETS...........eviiiiiieeiiiie e 76
Creating the list Of UPdate AQENLS.........uuiiiiie it e e e e e e e e e st e e e e e e e s etabsreeaeeesaaannnes 77

REMOTE MANAGEMENT OF APPLICATIONS ..ottt aitie ettt e sttt sit e e sttt e e s sttt e e s smtae e e s bbeeeannbeeessnbeeeesnbeeeaas 78
MBNAGING PONCIES ...ttt ettt e e st e e et et e ek et e e ea b et e e aas et e e ns e e e e asbe e e e annn e e e s nne e e e anrreeenane
(=T L aTo = W o] o3 TSP PU PR PUPP T
Displaying inherited policy in the nested group results pane
Viewing and configuring POIICY SENGS ... ..uiiii it et e e e e s s e e e e s e ar e e e e e e s eesarbreeaeeesaaannnes
ACHVALING @ POLICY -..vveteeeteie itttk e e e b et e e b b et e e st et e e o bt e e e b b et e e st et e e anbr e e e e b e e e as

Activating @ poliCy based ON AN EVENT .........uiiiiiiiie ettt e e e e 93
Policy for mobile user

Deleting a policy
Copying a policy

Configuring the Network AQENE'S POLICY .......veviiiiiie et 95
Configuring the settings of the Administration Server POIICY ..........ccviiiiiiiiiiiiee e 98
b (ool aTo = W o] o3 O PP 103
LT oTo] gilaTo =T o To (o YO PPR 103
POIICIES CONVEISION ...tttk ekt bt e bt b et e b etk et e bt e ke e e be e e nbn e e nn e e nbe e e e s 104
[WoTor= =T o] ol Tor= L[ g IST=T 1 1] oo T PP PP PP UUP PPN 106
ViIeWing apPliCALION SEHINGS .. ..eeeiiriieiiiie et e e e et e s bt e e as bt e s abb e e e s nnneeesanbreeenanes 106
ConfIGUIING NETWOTK AGENT ...ttt e ettt e e e e e s bbbttt e e e e e s bbb e e e e e e e e s anbbbneeeeeeeaannnenes 109
MANAGING THE OPERATION OF APPLICATIONS ... ..ottt ettt ettt ettt e 110
Creating @ GrOUP TASK.....oei ittt e bt e et e e n b e e e ekt e et e e e e e 111
Creating an AdmiINIStration SEIVET tASK........ccoiiiiiiiiiie ittt e e e e e e sbreeennee 121
Creating a task for SPECIfIC COMPULETS ......coii ittt e e e st e e e e e et b et e e e e e e s sanbbeeeeaeeaaaas 122
Viewing and changing task settings
Creating @ 10CAI TASK ......eiiiiiiie ettt e e e e nnee
Displaying inherited group task in the results pane of a Nested group ..........oooveviiiiie i 132
Automatic operating system loading on the client computers before task eXecution ............cccccvveiieeeeiiiciiieen.n. 133
Turning off the computer after the task @XECULION ..........oo.uiiiiiii e 133
Restricting time for the taSK @XECULION ...........ii e e e e e e e e e e e e s s e 133
EXPOIING @ TASK ..ottt ettt E et e st e e e e 133
LT oTe gilgTo J= N r= 1] T PP PT PP UPPPPR PPN 134
I S oTe] 11V =T £ o] o PSP PPRRR TR 135
Starting and stopping tasks MANUAILY ........ooouiiiiiiiie e e e e e e e e s e s snnbbeeeeaeeaaaas 135
Pausing / resuming tasks MaNUAIIY ............ooiiiiiii et e et e e e e e s bbb e e e e e e s e anneeee 135
MONITOTING tASK EXECULION ...ttt ettt e e s bt e e e bbbt e e eab et e e st e e e e bt et e e anbneeennnreeeeas 135
Viewing results of the task execution stored on the AdMINIStration SErver..........c.ccccoviiee v 136
Configuring the event filter fOr @ group TASK .........cui e ea e 137
Configuring event filter for a SeleCted COMPULET......... et e e e e e e e 140

REMOVING @ FILET ..ttt e e s bt e e e b et e e e ab et e e st e e e ebb et e e nabne e e s breeeeas 142




CONTENTS

CLIENT COMPUTERS ...ttt ittt ettt sttt ettt h et e e b et e b et e b et e be e e b et e ket e be e e sbe e e ne e e nbeeenbn e e seneenans 142
YaXe [olTaTe [eTolaq] o101 =TETh (o 3o | (o]0 ] o FOu OO PUPP RO 142
Viewing information about & ClIENT COMPULET ........oiiiiiiiiiiiee ettt e e e e e 143
Viewing client SYStem INFOIMELION ..........eiiiiiie e e e s e e et e e nsnr e e e s nree e

Administration Server change task
Client computer management task
Turning on the client computer

Shutting down the ClIENT COMPULET ........ooiiiiii et e e e e s e neneees
Restarting the ClIENT COMPULET ..........uiiiiiiee ettt e et e s e e e s an et e e nnn e e e s nreeenas
Sending message to the user of the client computer

Connecting the client computer to the Administration Server manually. The kimover.exe utility

Client-to-Administration Server connection CheCK frEQUENCY ..........evviiiiiiiiiiiie e
Verifying connection of the client computer to Administration Server manually. The kinagchk.exe utility ...... 172
Checking the connection between the client computer and the Administration Server using the Check connection
2T 110 ] o T P T O P O P PP O PP PP PP P PPPTOPPTPPRPOPRPOt 173

Remote diagnostics of client computers utility (KIQCIGUI)......eeeeiuiireiiiiee e 173

Enabling and disabling trace, downloading the trace file

Downloading application settings 176
DOWNIOAAING EVENT IOQS ... eeeiitiee ettt et ekt e s e e e s bt e e ettt e e s be e e e ek et e e st e e e e nanneeesnreeeeas 178
Launching the diagnostics and downloading the results of its Operation.............cccoocvveiiiiieeiniie e 178
Starting and stopping the @PPlICALIONS ........cciiuiiieiiie et e e e e st e e s snbe e e e s nteeeesneeeeeenneeas 180
REPORTS AND NOTIFICATIONS ...ttt ettt sttt etttk h e si ekt s e sh e e s et s bt e s ab e e s et enab e e be e st e s nbeenanee s 182
Creating @ rePONt TEIMPIALE ......coceei ittt e e e et et e et e e e e s b e e e e st e e e e aab e e e e snneeeaannneenannee 182
VIBWING STALISTICS ....vvteeiueeeee ittt e ettt e ettt e st e et e e s bt e ekt et e e ekt e e e b et e e s b et e e ek et e e e b b e e e e asbe e e e aabne e e e nnneeeeanreeeaas 185
Creating @ STALISHICS PAGE ... vveeeiieiteeiiiie et e e ettt e ettt e e e sttt e e ettt e e saaeeeaas bt e e e anteeeesnbeeeeaasbeeeeannseeeanbaeeesanteeeeanneeas 186
Changing the list Of STALISTICS PAGES .....eeeiiiriieeiiiie et e e st e e et e e s anbe e e e s beeeeeeneeeeeenneeas 188
Creating an iNforMation PANEL .........ooiiii it e b e e et e s naneeas 189
Changing the list of iINfOrmation PANEIS .........cooiiiiiiie e 193
Viewing and editing repOrt tEMPIALES .........oui it e e et e e e e e st e e e e e e e e s aabbeeeeeeas
Generating and VIEWING FEPOIS ........uiieiiieeei ittt e ettt e e e e ettt e e e e e s e s bbb et e e e e e e e sbbb e et e e e e e aanbbb e et eaesaaannbbeeeeaeeaanas
REPOIMS TEIVEIY TASK .....eeeiieeiiieit ittt et e e oottt e e e e e e e bbbttt e e e e e e abbb et e e e e e e e anbbbbeeeeeeessannnnnes
Administration Servers hierarchy reports
restricting the number of records INCIUAEd IN FEPOIS .......ccoiiiiiiiiiee e 206
NOTITICATION MLt s e e et e e st e e s n e e e e er et e e s e e e e s nreeeaas

[N [] 1] {To%= 1 T0] 0 F- YOO PPUPURRR

Email notification
Use NET SEND

Notification using the executable file 10 FUN ........oociii i e 211
KASPERSKY ADMINISTRATION KIT TASKS ...ttt sttt ettt e st ns e s e sebeenanee s 214
TASKS FOR SPECIFIC COMPUTERS ... ..o e 215
EVENT AND COMPUTER SELECTIONS ......coitiiiiiiiiiiiiiiietetete ettt ettt ettt ettt e e e e e e e e e e e e e e e e e e e e e e e e e aaaaeaees 216

Event selections

Viewing Kaspersky Administration Kit event log stored on the Administration Server...........cccccoovvviieveeeennnn. 216

Creating @n EVENT SEIECHION .........uii ettt e b bt e e st bt e e b e e e s bb e e e anbe e e e nnnneas 217

CUStOMIZING 8N EVENT SEIECHION. ..ottt e et e et e e e et e e snbe e e e nnnneas 218

Saving information about @VENES 10 fil........ooi e 222

DEIBLING BVEINLS ...ttt e e oottt e e oo ook b bttt e e e oo e e bbb b e et e e e e e sbbb e e e e e e e e e nnbbbeeeeeeeaannbbbneeeaeeaanns 223




REFERENCE GUIDE

[O70] 101 010} (= gEY=1 [ Tox 1o ISP PPRTRN
VIEWING & COMPUEET SEIECTION. ... tiieiiieie ittt ettt e e e st e s s e e e e as b e e e sasn e e e s nnneeeeannneeenanee
Creating @ COMPULET SEIECTION.........iiiiie ittt e et e s n e e et et e e e e e s b e e e nnne e e s nnnneas

Configuring a computer selection

UNASSIGNED COMPUTERS ...ttt ettt ettt sttt e e st bt e e e bbe e e e aabe e e e ambb e e e anbbeeesanbeeeeanbbeeeansbeeesnneeas 234
INETWOTK DISCOVETY ....eee ettt e ke e st e e e bt e ekt e e st e e e s bt e e ek b e e e e ab et e e nan s e e e e sre e e e nnnneeesnreeenas 234
Viewing and changing the settings for Windows network polling ............cccceviiiieiieie e 235
Viewing and modifying Active Directory group properties
Viewing and modifying the settings for IP subnet PolliNg............ooooiiiiiiiiiiei e
Viewing and changing domain SETHNGS .. ...c.iiii i e e e e e s e et e e e e e e e st a e e e e e e e e s snsbaneeeeas
Creating @n 1P SUDNET ......oo et e e e e bt e et e e s b e e e e s et e e e n et e e n e e e e e e e nne
Viewing and modifying the IP SUBNEt SEIINGS........ooi i
Viewing and modifying the Active Directory group properties

L8] B I P TP PO T PSP PP VPP UPPPPN 246
Creating the task of downloading of updates to the rePOSITOrY .........ccoiiiiiiiiiiii e 246
Adding an updates SOUICE..........ccccvvverriinieeriieeeniieeeenes
Configuring connection to the update servers
Determining the UPAAtES lIST.......cooi ettt ettt e e st e e e e snte e e e enneeeesnreeeaas
Configuring other Update tASK SETHNGS .......vveeeiieieeiiiie ettt e et e e e anr e e saneeas
Testing of dOWNIOAAEA UPAALES ........cocueiiiiiiiie ettt e et e et e et e e st e e e eab et e e s e e e e s nreeeaas
Viewing dOWNIOAAEA UPAALES .........oiiiiiiieiiiiie ettt e b e e ettt e e st e e e s bb e e e e as b b e e e e aabe e e e naneeeeanreeeaas
Automatic diStriDULION OF UPAALES ......coiueiieiiiiie ettt ettt e e sttt e e s aee e e e anbr e e e eanteeeesnneeeeannneeeans
Automatic distribution of updates to the Client COMPULETS ...........oiiiiiiiiiiiee e 262
Automatic distribution of updates t0 the SIaVE SEIVEIS..........coiiiiiiiii e 262
Automatic installation of updates to program MOAUIES ...........cccuiiiiiiiieiiiiee e 262
Creating the list of Update Agents and configuring the @gentS..........ccoiuiiiiiiiiei e 263
Update Agent statistics
The task of downloading updates by the Update AQENLS ..........cooiiiiiiiiiiiii e 268
MANAGING LICENSES ..ottt ittt ettt ettt sat et e s a bt e s b bt esab e e 11 bt e s ab e e e h bt e ea b e e eh b e e sab e e es bt e smbeeshbeennbeesnbeenaree s

Viewing information about installed licenses....
[aIS e T o = W o =] o £ PO PP TP PPRRRPIOt

Running the license installation task Creation WIZard................oeiiooiiiiiicii e 275
Creating and VIEWING rePOIt ON lICEBNSES ......cciiiiiieiiiiie ittt ettt ettt e s e e e st e e asb et e e s e e e e abneeenanee 275
Obtaining key USING aCHVALION COUE ........cuviiiiiiiiieiiie ettt e et e et e e st e e e e aabneeenanee 276
Automatic diStriDULION OF lICENSE .......coiuiiiiiiiiie e e 277

REPOSITORIES ...ttt etttk h ekt eh ekt e ekt ekt e ekt 41k bt e kst e ekt e e e bt e eh bt e eab e e nb e e ean e e e st e e nan e e anbeenare s
INSTAIIALION PACKAGES ......eeeieeit ittt e et e e s b e e e b et e e et e e s b e e e e st e e e e nre e

(O T = U= ) 1] =TT
Viewing the properties of a quarantined object

Removing an object from the QUAIANTINE...........ooi e e e
Scanning the Quarantine folder on the Client COMPULET .........c.uiiiiiiiiiiiiii s
Restoring an object from the QUAIANTINE. ..........coioiiiiiiiie ettt e s ee e

Viewing the properties of an object placed into the Backup
Removing an object from the BACKUD ........coouiiiiiiiiic e
Restoring the object from the BACKUD .......ccoiiiii et




CONTENTS

Saving an object from the Backup 10 diSK .......cc.uuiiiiiii i e e e e e e e s eannnes
UNPFOCESSEA fIES ..ottt e et e e et e e e e ket e e e s et e e et e e e s b e e e e nnnr e e e enre e e e nnneeas
Disinfecting the object from the Unprocessed files folder...........coviiiiiiiiiiii e
Saving the object from the Unprocessed files folder to disk
Removing the object from the Unprocessed files folder...........uueiiiiiiiiiiiiii e
Py o] o)L Tor=Ni ol S =To 1] 1 Y2 RUPR RO

ADDITIONAL FEATURES

Monitoring anti-virus protection status using system registry data...........ccccccoviiiiieieee i 289
Y o] o1 Lo L= £ PP PPTRR 290

Detecting computers

Searching for admMiNISratiON GIOUDS . ........outrieiiiiieeiit ettt ettt e e st e e s b b et e s anbe e e e sbr e e e aanreeeenaneeas 307

Searching for the slave AdMINISTAtioN SEIVEIS.......c..eii ittt e e e 309
(D21 - B o Lo (U |« OO T PP PU P PP PPPPRPPRPN

Data backup task

Data backup and restoration uUtility KIDACKUP ........c.eiiiiiiiiiiie e 315
Tracking VIFUS OULDIEAKS ... ..eiiiiiiie ettt ettt et e e bt e e sttt e ek e e e e as b r e e e e b bt e s anne e e e snreeeaas 319

Enabling Virus outhreak deTECHION .........c.uiii ittt e e s e 319

Changing the application policy when a Virus outbreak event is registered...........cccoccvevvieieiiiiiee s, 322
Automation of the Kaspersky Administration Kit operation (KIaKaut).............oooueieiiiiieiiiiie e 324
(101 (o] T (o T S T T OO OO OP P OPPPPPPPPPPRTOt 324
CONTIGUIING INTEITACE ..ot ettt et e e bt e e ea bt e e s bt e e e s et e e asb e e e e s nn e e e e annneeenanee 324

REFERENCE INFORMATION ....

Context menu

RESUILS PANE.... ettt e ettt e e oo ot bbbttt e e o4 o e kbbb et e e e e e e e ana bbb et e e e e e e e nb b b e e e e e e e e e e nbbbreeeeeesaannrnee

Statuses of computers, tasSkS and POLICIES .........uviiiiiiieiii e e e e 334
LTI 1S3 T Y 2 A PSPPSR 336
KASPERSKY LAB ...ttt ettt ettt ettt eh skt eeh st e sk bt e ekt ookt e ek et o1 h bt e e b et ook bt e ea bt e ekt e e ab e e eh e e enb e e e b e e et enare s 341




KASPERSKY ADMINISTRA TION KIT

The Kaspersky Administration Kit provides a centralized solution for managing corporate network anti-virus security
systems that are based on Kaspersky Lab's applications included into Kaspersky Open Space Security products.
Kaspersky Administration Kit supports all network configurations that use the TCP/IP protocol.

The application is a tool for corporate network administrators and anti-virus security officers.
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DISTRIBUTION PACKAGE

The product is provided free of charge with all Kaspersky Lab's applications included into the Kaspersky Open Space
Security kit (retail). It is also available for download from the web site of Kaspersky Lab (http://www.kaspersky.com).

SERVICES FOR REGISTER ED USERS

Kaspersky Lab offers a large service package, enabling its legal users to enjoy all available features of the application.

If you purchase licenses for a product of Kaspersky Lab included into Kaspersky Open Space Security, you become a
registered user of Kaspersky Administration Kit. During the license validity period, you are entitled to:

e hourly updates of the application database and program modules of that software product;

¢ phone or email counsel on matters related to the installation, configuration, and operation of the anti-virus
application;

While contacting the Technical Support Service, please provide information about your license for the Kaspersky
Lab's application that is used with Kaspersky Administration Kit.

e notifications about releases of new Kaspersky Lab's software products and about new viruses that appear
worldwide. This service is provided to the users who subscribe for the Kaspersky Lab newsletter at the web site
of the Technical Support Service at http://support.kaspersky.com/subscribe/.

Kaspersky Lab does not provide support on issues related to operation and use of your operating system or
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KASPERSKY ADMINIST RATION KIT

various other technologies.

OBTAINING INFORMATION ABOUT THE APPLICATIO N

If you have questions pertaining to the selection, purchasing, installation or use of Kaspersky Administration Kit, you can
quickly find answers for them.

Kaspersky Lab offers many sources of information about the application. From them you can select the most convenient
source, depending on the urgency or importance of your question.
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DATA SOURCES FOR INDE  PENDENT RESEARCH

You can view the following sources of information about the application:
e application page at the web site of Kaspersky Lab;
e application page at the web site of the Technical Support Server (in the Knowledge Base);
e online help system;
e documentation.
Application page at Kaspersky Lab web site

http://www.kaspersky.com/administration kit

On this page you can find general information about the application, its features and peculiarities.
Application page at the web site of the Technical Support Server (in the Knowledge Base)

http://support.kaspersky.com/remote_adm

This page contains articles published by the experts of the Technical Support Service.

The articles contain useful information, guidelines and answers to frequent questions pertaining to the purchase,
installation and use of the application. The articles are sorted by subject, such as "License management”, "Database
updates”, and "Troubleshooting"”. The articles may answer questions that are related not only to this particular
application, but also to other Kaspersky Lab's products. They also may contain general Technical Support service
news.

Online help system
The application package includes a full help file.
Full help contains stepwise description of the features offered by the application.

To open full help, select Kaspersky Administration Kit online help system in the Help menu of the console.

If you have a question about a specific application window, you can use context help.
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In order to open the context help, press the Help button or <F1> key in the window you need help on.
Documentation

The documentation supplied with the application aims to provide all the information you will require. It consists of the
following documents:

e Administrator's Guide describes the purpose, basic concepts, features and general schemes for work with
Kaspersky Administration Kit.

e Deployment Guide contains a description of the installation procedures for the components of Kaspersky
Administration Kit as well as remote installation of applications in computer networks using simple configuration.

e Getting Started guide contains a description of steps, which allow an anti-virus security administrator to start
working with Kaspersky Administration Kit quickly and deploy anti-virus protection based on Kaspersky Lab's
applications in the managed network.

e Reference Guide contains the purpose of Kaspersky Administration Kit and stepwise descriptions of the
features it offers.

Files containing the documents in PDF format are included into the distribution package of Kaspersky Administration
Kit (installation CD).

You can download the documentation files from the application page at the Kaspersky Lab's web site.

CONTACTING THE TECHNICAL SUPPORT SERVICE

You can receive information about the application from the specialists of the Technical Support Service over the phone or
via Internet. While contacting the Technical Support Service, please provide information about your license for the
Kaspersky Lab's product that is used with Kaspersky Administration Kit.

Experts at Technical Support Service will answer your questions pertaining to the installation and use of the application
that are not covered in help topics. If your computer has been infected, they will assist you in neutralizing the
consequences of malware activity.

Please read the support rules before contacting the Technical Support service
http://support.kaspersky.com/support/rules.

Email request to the Technical Support Service

You can ask your question to the Technical Support Service specialists by filling out a Helpdesk web form at
http://support.kaspersky.com/helpdesk.html.

You can send your inquiry in Russian, English, German, French or Spanish.

To send an email request, you should specify your customer ID received during registration at the Technical
Support Service web site, and your password in it.

If you are not yet a registered user of Kaspersky Lab's applications you can fill out a registration form
(https://support.kaspersky.com/en/personalcabinet/registration/form/). During registration enter the activation code
for your application or the license key serial number.

The Technical Support service will respond to your request in your Personal Cabinet
https://support.kaspersky.com/en/PersonalCabinet), and to the email address you specified in your request.

Please describe your problem with all possible details in the query web form. Specify in the mandatory fields:

e Request type. Most frequent user questions are arranged in separate topics, for example, "Problems with
Setup / Remove application” or "Virus disinfection”. If you find no suitable section, select "General question".
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e Application name and version number.
e Request description. Please describe your problem with all details.

e Customer ID and password. Enter the customer ID and password received during registration at the Technical
Support Service web site.

e Email address. The experts of the Technical Support Service will send their reply to your inquiry to that
address.

Technical support over the phone

If an urgent problem has occurred, you can always call the Technical Support Service in your city. Before you
contact the specialists of the Russian (http://support.kaspersky.ru/support/support_local) or international
(http://support.kaspersky.com/support/international) Technical Support, please collect information
(http://support.kaspersky.com/support/details) about your computer. It will help our experts assist you with maximum
efficiency.

DISCUSSIONOF KASPERSKY LAB'SAPPLICATIONSINWE B FORUM

If your question does not require an immediate answer, you can discuss it with the Kaspersky Lab's experts and other
users in our forum at http://forum.kaspersky.com.

In the forum you can view existing discussions, leave your comments, create new topics, use search.

PURPOSE OF THE DOCUME NT

This Guide contains the purpose of Kaspersky Administration Kit and stepwise descriptions of the features it offers. The
basic concepts and general schemes for working with the application are described in the Kaspersky Administration Kit
Administrator's Guide.

APPLICATION FEATURES

The application enables the corporate network administrator to:

o Perform remote installation and removal of Kaspersky Lab's applications across the network in a centralized
manner. This feature enables the administrator to copy the required set of Kaspersky Lab's applications to a
selected computer, and then install these applications remotely to the network computers.

e Remotely manage Kaspersky Lab's applications in a centralized manner. The administrator can create a multi-
level anti-virus protection system, and manage the operation of all applications from his workstation. This is
particularly important for larger companies whose local network consists of a large number of computers that
may be located in several separate buildings or offices. This feature includes:

e creating the hierarchy of Administration Servers;

e joining hosts into administration groups based on the functions performed by the computers and on the set
of applications installed on them;

e configuring the application settings in a centralized way by creating and applying policies;
e configuring the application settings for particular individual computers using the application settings;

e managing the operation of applications in a centralized manner by creating and running group tasks and
tasks for specific computers and the Administration Server;



http://support.kaspersky.ru/support/support_local
http://support.kaspersky.com/support/international
http://support.kaspersky.com/support/details
http://forum.kaspersky.com/

REFERENCE GUIDE

e building individual patterns for the application's operation by creating and running tasks for a set of
computers from different administration groups.

Automatically update the anti-virus database and application modules on computers. This feature allows
updating of the anti-virus databases for all installed Kaspersky Lab's applications in a centralized manner, rather
than each computer accessing Kaspersky Lab's Internet updates server for each individual update. Updating
can be performed automatically according to the schedule set up by the administrator. The administrator can
monitor distribution of updates to client computers.

Receive reports using a dedicated system. This feature allows collection of statistics about the operation of all
installed Kaspersky Lab's applications in a centralized manner, and creation of reports based on the statistics.
The administrator can create a cumulative network report about application operation, or reports about the
operation of all applications installed on individual computers.

Use events notification system. Delivery of notifications. The administrator can create a list of events which arise
in the operation of applications about which he or she wants to be notified. The list of such events may include,
for example, detection of a new virus, an error that occurred due to incorrect termination of the database
updating on a computer, or detection of a new computer on the network.

Manage licenses. This feature allows the administrator to install licenses to all installed Kaspersky Lab's
applications in a centralized manner, to monitor the observance of the license agreement (that is, that the
number of applications operating in the network is less than or equal to the number of licenses) and the
expiration date.

H ARDWARE AND SOFTWARE REQUIREMENTS

Administration Server

Software requirements:
e Microsoft Data Access Components (MDAC) 2.8 or higher.

e MSDE 2000 with installed Service Pack 3, or Microsoft SQL Server 2000 with installed Service Pack 3 or
higher, or MySQL Enterprise 5.0.32 and 5.0.70, or Microsoft SQL 2005 or higher; or Microsoft SQL Express
2005 or higher, Microsoft SQL Express 2008, Microsoft SQL 2008.

It is recommended to use Microsoft SQL 2005 with Service Pack 2, Microsoft SQL Express 2005 with
Service Pack 2 and later versions.

¢ Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows
Server 2003 or higher; Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with
installed Service Pack 1 or higher, Microsoft Windows Vista x64 with installed Service Pack 1 and all current
updates, for Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft
Windows Server 2008; Microsoft Windows Server 2008 deployed in the Server Core mode; Microsoft
Windows Server 2008 x64 with installed Service Pack 1 and all current updates, for Microsoft Windows
Server 2008 x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows 7.

When using Microsoft Windows 2000 with installed Service Pack 4, it is necessary to install the following
updates for Microsoft Windows: 1) Update Rollup 1 for Windows 2000 SP4 (KB891861); 2) Security Update
for Windows 2000 (KB835732).

Hardware requirements:
e Intel Pentium Il 800 MHz or higher.
e 256 MB of RAM.

e 1GB of available disk space.
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Administration Console

Software requirements:

Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Home Edition with installed Service Pack 2 or
higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows Server 2003 or higher;
Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with installed Service Pack 1 or
higher, Microsoft Windows Vista x64, Microsoft Windows Vista x64 with installed Service Pack 1 and all
current updates, for Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed;
Microsoft Windows Server 2008; Microsoft Windows Server 2008 x64 with installed Service Pack 1 and all
current updates, for Microsoft Windows Server 2008 x64 the Microsoft Windows Installer 4.5 should be
installed; Microsoft Windows 7.

Microsoft Management Console 1.2 or higher.
Work with Microsoft Windows 2000 requires installed Microsoft Internet Explorer 6.0.

Work with Microsoft Windows 7 E Edition and Microsoft Windows 7 N Edition requires installed Microsoft
Internet Explorer 8.0 or higher.

Hardware requirements:

Intel Pentium 111 800 MHz or higher.
256 MB of RAM.

70 MB of available disk space.

Network Agent

Software requirements:

For Windows systems:

Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows
Server 2003 or higher; Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with
installed Service Pack 1 or higher, Microsoft Windows Vista x64 with installed Service Pack 1 and all current
updates, for Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft
Windows Server 2008; Microsoft Windows Server 2008 deployed in the Server Core mode; Microsoft
Windows Server 2008 x64 with installed Service Pack 1 and all current updates, for Microsoft Windows
Server 2008 x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows 7.

For Novell systems:
Novell NetWare 6 SP5 or higher; Novell NetWare 6.5 SP7 or higher.
For Linux systems:

The supported version of the operating system is determined by the requirement of the compatible
Kaspersky Lab's application installed on the client computer.

Hardware requirements:

For Windows systems:
e Intel Pentium 233 MHz or higher.
e 32 MB of RAM.

e 20 MB of available disk space.
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e For Novell systems:
e Intel Pentium 233 MHz or higher.
e 32 MB of RAM.
e 32 MB of available disk space.

e  For Linux systems:
e I ntel Pe38MHzorhiBherl
e 64 MB of RAM.
e 100 MB of available disk space.

Update Agent
e Software requirements for Windows systems:

Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows Server
2003 or higher; Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with installed Service
Pack 1 or higher, Microsoft Windows Vista x64 with installed Service Pack 1 and all current updates, for
Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows Server
2008; Microsoft Windows Server 2008 x64 with installed Service Pack 1 and all current updates, for Microsoft
Windows Server 2008 x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows 7.

e Hardware requirements for Windows systems:
e Intel Pentium Il 800 MHz or higher.
e 256 MB of RAM.

e 500 MB of available disk space.

APPLICATION STRUCTURE

The Kaspersky Administration Kit consists of three major components:

e Administration Server performs the functions of centralized storage of information about Kaspersky Lab's
applications installed in the corporate network and about the management of these applications.

o Network Agent coordinates interaction between the Administration Server and Kaspersky Lab's applications
installed on a specific network node (a workstation or a server). This component supports all Windows
applications included in Kaspersky Open Space Security products. Separate versions of the Network Agent exist
for Kaspersky Lab's Novell and Unix applications.

e The Administration Console provides a user interface to the administration services of the Administration
Server and Network Agent. The management module is implemented as an extension of the Microsoft
Management Console (MMC). The Administration Console allows connection to the remote Administration
Server via Internet.

WHAT 'S NEW

Changes introduced in Kaspersky Administration Kit 8.0 as compared with Kaspersky Administration Kit 6.0:

e A simplified application installation mode has been introduced.
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Several accounts can be specified in a remote deployment task.

The application kit now includes the distribution package of MS SQL 2005 Express: MS SQL 2005 Express is
installed automatically if standard setup is selected.

Support for SNMP monitoring of basic parameters of anti-virus protection in corporate LAN has been added.
Opportunity to create a standalone installation package for Kaspersky Lab's applications has been added.

User interface of the product has been redesigned significantly: the results pane, reports layout, and
informational panels.

Opportunity for collection of information about the applications installed on the client computers has been added
(applications registry) (see section "Applications registry" on page 284).

System of access rights has been redesigned and extended.

Support for Microsoft NAP has been added.

Opportunity to switch mobile clients between administration servers has been added.
Criteria for switching of clients between the mobile and regular policies have been extended.

Opportunities for automatic relocation of computers to administration groups have been extended (see section
"General guidelines for relocation of computers" on page 49).

Opportunity to create the administration groups based on Active Directory has been added (see section "Group
structure based on Active Directory" on page 65).

New reports and an opportunity to create custom reporting systems have been added, and information
displayed in reports has been extended (see section "Reports and notifications" on page 182).

Opportunity to export reports to PDF and XML (Excel) formats has been added.
Opportunity to collect detailed data during the creation of summary reports has been added.

Data caching functionality for generation of summary reports including information from slave Administration
Servers has been implemented.

Support for two sets of columns in the Administration Console has been added, and the set of columns has
been extended.

New columns for the list of computers have been added: "Restart", "Status description”, "Network Agent
version", "Protection version", "Database version", and "Turn-on time".

New criteria have been added which are used to create computer statuses (see section "Statuses of computers,
tasks and policies" on page 334).

New selections of computers created by default have been added, opportunity to create selections of computers
using data from the slave Administration Servers has been added (see section "Computer selections" on page
223).

Opportunity to maintain a list of administrator comments has been added (see section "Viewing client system
information" on page 147).

Opportunity to view the current user sessions on a computer and user contact information has been added (see
section "Viewing client system information" on page 147).

Graphical interface for the klbackup utility has been added (see section "Data backup" on page 311).

Files of policies and groups tasks are distributed using multi-address IP delivery (see section "Creating the list of
Update Agents and configuring the agents" on page 263).
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e Use Wake On LAN functionality is available for clients in subnetworks other than the Administration Server
subnet and in the event of manual task launch (see section "Turning on the client computer” on page 157).

e Restart settings for client computers can be specified in the properties of a remote deployment task.

e Functionality for limitation of the notifications sent within a specified time interval has been modified. Now the
limitations are separate for each individual type of events (see section "Notification limit" on page 207).

e Functionality for searching for groups and slave Administration Servers by Server hierarchy has been added
(see section "Search" on page 299).

e  Statistics of Update Agents has been extended.
e The task for removal of external applications now allows removing several applications at once.
e Ultility has been developed for preparation of computers included into a workgroup for remote deployment.

e  Functionality for retrieval of updates necessary for an application immediately after the creation of its installation
package has been implemented.

e  Opportunity to take into account the applications connected to slave Administration Servers while downloading
the required updates has been implemented.

e Classification of possible errors returned by the application deployment subsystem has been introduced and
guidelines for troubleshooting of typical problems have been added.

e Functionality for automatic application of patches for the modules of the administration system components has
been added.




LAUNCH ING THE APPLICATION

®» To open the application,

select the Kaspersky Administration Kit item in the Kaspersky Administration Kit program group on the
standard Start —» Programs menu. This program group is created only on the administrator's workstation, when the
Administration Console is installed.




QUICK START WIZARD

The wizard allows configuring of the minimum set of parameters required to build a system of centralized management of
anti-virus protection.

The wizard opens at the first connection to an Administration Server established after installation.
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STEP 1. ADDING A LICENSE

During this stage, the method of adding a license for the applications (see the figure below) that will be managed by the
administrator using Kaspersky Administration Kit should be selected.

Quick start Wizard

License
Choose how you want to add your licenze.

£+ Erter activation code

£ Load from key fil

" Add licenze later

< Back I Mest = I LCanzel Help

Figure 1. Selecting the method of adding a license




Quick START WIZARD

Select the method of adding a license:

e Enter activation code i you will be asked to specify the code obtained when you purchased a commercial
version of the application (see the figure below).

Quick start Wizard

License

Enter achvation code:;

¥ Automatically deploy icense to managed computers

< Back I Mest = I LCanzel Help

Figure 2. Entering the activation code

If you wish to automatically apply the license to the computers of the administration groups, check the box in the
corresponding field.
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e Load from key file i you will be asked to specify the key file (see the figure below).

Quick Start Wizard ]

License

Chooze key file:

I Select...

¥ Automatically deploy icense to managed computers

< Back Mest = LCanzel Help

Figure 3. Selecting the key file

If you wish to automatically apply the license to the computers of the administration groups, check the box in the
corresponding field.

Add license later. A license can be installed later using the license installation task (see section "Installing a
license" on page 274).




Quick START WIZARD

STEP 2. NETWORK DISCOVERY

During this stage the computer network is polled, and computers within this network are identified (see the figure below).
Based on the results of this scan, a service group Unassigned computers is formed together with its Domains, Active
Directory and IP subnets subfolders. The information obtained will be used to automatically create the administration

groups.

Quick start Yizard

Metwork Discovery
Detecting compukers.

@ [ritial network, dizcovern iz complete.

Wiew dizcovered computers

Wigw Kaspersky Adminiztration Fik introduction

Cancel Help

< Back

Figure 4. The Quick Start Wizard window. Network Discovery

To view the structure of the computer network, use the Detected computers link. Click the View Kaspersky
Administration Kit introduction link to view the description of the main features offered by Kaspersky Administration

Kit.
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STEP 3. CONFIGURING NOTIFICAT  ION SETTINGS

During the next stage you will have to configure the settings for delivery of email notifications generated by Kaspersky
Lab's applications.

Quick start Wizard

Hotifications
Chonzing email notification settings.

- Recipient: Iadministratnr@cumpany.|:|:|m
. | SHMTP server: Ismtp.cnmpany. com
SHMTP server port: 25 =
[T Usze ESMTF authorization
[zer manme: I
Faszword: I-----------
[Canfirmn pazswond: I! LTI L)

Test |

< Back I Mest = I LCanzel Help |

Figure 5. Configuring delivery of notifications

If the SMTP server uses authorization, check the Use ESMTP authorization box and fill in the User name, Password
and Confirm password fields. These settings will be used as the default settings for application policies.

To check the correctness of the specified settings, press the Test button. This will open a test notification sending
window. In the event of errors, detailed error information will be displayed in it.

STEP 4. CONFIGURING ANTI -VIRUS PROTECTION

During this stage, you should configure the anti-virus protection system (see the figure below).

The Quick Start Wizard creates an anti-virus protection system for the client computers within administration groups,
using Kaspersky Anti-Virus 6.0 for Windows Workstations MP4. In this case, the Administration Server creates a policy
and defines a minimum set of tasks for the highest hierarchy level of Kaspersky Anti-Virus 6.0 for Windows Workstations
MP4, as well as the tasks of downloading updates and data backup.

The objects created by the wizard are displayed in the console tree:

e the policies for Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 and Kaspersky Anti-Virus 6.0 for
Windows Servers MP4 i in the Policies folder of the Managed computers group under the names Protection
policy - Windows Workstations and Protection policy - Windows Servers, and with the default settings;

e the tasks for updating the anti-virus database for Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 and
Kaspersky Anti-Virus 6.0 for Windows Servers MP4 i in the Group tasks folder of the Managed computers
group under the names Update i Windows Servers and Update i Windows Workstations, and with the
default settings;
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e on-demand scanning tasks for Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 and Kaspersky Anti-
Virus 6.0 for Windows Servers MP4 i in the Group tasks folder of the Managed computers group under the
names Virus Scan i Windows Workstations and Virus Scan i Windows Servers, and with the default
settings;

o downloading updates to the repository i in the Kaspersky Administration Kit tasks node under the name
Download updates to repository, and with the default settings;

e the Administration Server data backup task 7 in the Kaspersky Administration Kit tasks node under the name
Administration Server data backup, and with the default settings.

The policy for Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 is not created if a policy for that application
already exists in the Managed computers folder. If group tasks for the Managed computers group and the Download
updates to repository with these names already exist, they are not created either.

Figure 6. Configuring anti-virus protection

The wizard window displays the process of creating the tasks and the policies. If errors occur, an error message will be
displayed on the screen.

































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































